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Interdisciplinary Undergraduate Research in the CS
Curriculum

Richard Brown
Department of Mathematics, Statistics, and Computer Science
St. Olaf College
Northfield, MN 55057
rab@stolaf.edu

Abstract

Undergraduate research, in the strict sense, means student inquiry leading to an original
contribution to a discipline. We consider the processes associated with research at three
developmental stages: guided discovery; independent investigation; and scholarly inquiry.
Interdisciplinary research offers certain advantages for undergraduates, including acces-
sible, interesting problems for students. In order to extend the benefits associated with
research to a wide range of undergraduates, we provide interdisciplinary experiences at the
three developmental stages in appropriate CS courses, spanning all academic levels in our
curriculum.

We present examples of research-related activities in courses that represent six strategies
for bringing research-related activities into the undergraduate classroom, and discuss the
costs and benefits of those activities in terms of student learning and of human, curricular,
and physical resources.
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1 Introduction

Interest in undergraduate research has blossomed nationally on college campuses on an
unprecedented scale. From announcements of tenure-track openings to professional publi-

cations for college presidents and deans, evidence abounds that project-based independent
investigations has become an expectation for a strong undergraduate education, across the
sciences, and increasingly in social sciences, arts, and humanities.

Interdisciplinary projects can provide some of the most fruitful opportunities for undergrad-
uate research. In recent years, we have pursued interdisciplinary undergraduate research
and related activities in connection with our computer science courses. These activities
have increased the presence of undergraduate research in our CS program, enriched those
courses, and developed interest in collaborative projects, within the context of a profes-
sor’s teaching load (vs. independent research projects contributed by faculty outside of the
ordinary load). We will explore our choices and discuss trade-offs inherent in bringing
undergraduate research activities into the classroom.

2 Undergraduate research as a process

What should qualify as undergraduate research? The Council for Undergraduate Research
(CUR) defines the term as “An inquiry or investigation conducted by an undergraduate
student that makes an original intellectual or creative contribution to the discipline” [6].
Everyone agrees that independent work leading to publication in a professional journal
would qualify. But not every student can achieve this high standard, at least, not in ev-
ery discipline. Can something in the direction of undergraduate research but less than
professional-level publication nevertheless be worthwhile for students?

CUR identifies the following benefits of undergraduate research [6].

e Enhances student learning through mentoring relationships with faculty.

¢ Increases retention in the science, technology, engineering and mathematics (STEM)
pipeline.

e Increases enroliment in graduate education and provides effective career preparation.
e Develops critical thinking, creativity, problem solving and intellectual independence.
¢ Develops an understanding of research methodology.

e Promotes an innovation-oriented culture.
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Other sources point out additional benefits. For example, the 2003 Bio2010 report states
that students pursuing undergraduate research gain experience in working as part of a team,
and learn effective oral and written presentation of scientific results [11, Ch.5].

Observe that students can derive a measure of each of these benefits from inquiry-based
projects that do not result in publication at the professional level. Producing a peer-
reviewed publication and presenting at a national or international scientific meeting is a
unique and highly desirable experience in its own right, giving students an edifying sense
of satisfaction and accomplishment as well as a valuable credential. But efforts that do not
reach as far can still be worthwhile.

The Bi02010 report recognizes this by encouraging “independent investigation” experi-
ences for all students in the biological sciences, even if they cannot all “experience the
rewards and frustrations of original research.” Also,

While the richness of experience for the student likely will not be the same as
working in a research group, it also is possible to provide meaningful research ex-
periences for undergraduates in research-based courses or in teaching laboratories
that are designed to be open-ended and to encourage independent investigation [11,
Ch.5].

Therefore, we recognize a progression of developmental stages in undergraduate research
activity.

1. Structuredguided discovengexercises develop problem-solving skills and provide
patterns for further investigations. These exercises can be included in even elemen-
tary courses.

2. Independent investigatioprojects involve a student or team in producing results
that are new to them, using research methods, and in presenting those results in an
appropriate forum.

3. Scholarly inquiryprojects result in original contributions to a discipline, and public
presentation at a professional level.

The boundaries between these categories are somewhat fluid. For example, a guided dis-
covery exercise may include opportunities for open-ended pursuit of a question using (at
least some) research methods. A strong independent investigation may be almost indis-
tinguishable from scholarly inquiry, differing mostly in factors beyond a student’s direct
control, such as the significance of the result to professional researchers.

Projects in one of these categories may achieve the benefits of undergraduate research to a
greater or lesser degree. Even a project that results in a significant professional paper might
not span all the benefits; for example, a student might “get lucky” in finding a significant
result quickly, but miss the benefits of an extended mentoring relationship.
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Therefore, we will consider guided discovery, independent investigation, and scholarly in-
quiry as general stages in thedergraduate research process. Through this process, stu-
dents may benefit from attaining at least some of the benefits identified above, and progress
towards achieving more of those benefits—depending on the student’s effort and insight,
the choice of research problem, the influence of a research mentor (or mentors), and what-
ever happens to be discovered.

3 Interdisciplinary undergraduate research

Interdisciplinary problems offer many advantages for undergraduate research [10, p.2ff].

e By definition, interdisciplinary research involves two or more disciplines and a prob-
lem whose solution is beyond the scope of any one of those disciplines. Thus, if
a problem can be identified that does not require graduate-level depth in one of its
disciplines, an undergraduate in that discipline may well be capable of making a
valuable contribution toward significant original interdisciplinary research.

¢ Interdisciplinary research is “real-world,” representing the inherent complexity of
nature and society.

e Exploring problems that involve multiple disciplines is interesting, and may connect
with multiple interests of a student.

e Undergraduates are strongly attracted to interdisciplinary issues that have societal
relevance.

¢ Interdisciplinary research is typically collaborative, which helps to support and mo-
tivate students.

e New technologies help to drive interdisciplinary thinking, which provides added op-
portunities for CS students.

On the other hand, interdisciplinary research has its own set of challenges. For example,
identifying collaborators and suitable problems may be difficult. Also, working together
with people of disparate backgrounds may require extra time for building consensus and
for learning new methods, languages, and cultures. These issues may intensify if multiple
professors in different fields must co-supervise a project that neither fully understands.

In our experience, we have developed relationships over time with faculty members in other

disciplines, identified research problems that cross the boundaries of each of those disci-
plines while being accessible to undergraduates, and found students interested in working
on several of those research problems. Some key helps in bringing this about have been
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considerable patience, a mutual desire among the faculty members to make the collabora-
tion work, and tangible support and encouragement from department chairs and adminis-
trators.

4 Strategies for incorporating undergraduate research into
the CS curriculum

The following six general strategies indicate ways that undergraduate research or its prepa-
ration may find its way into courses. These strategies may represent any or a combination
of the three developmental stages for undergraduate research identified above. [3].

e Project-centered courses, in which a structured large project effectively organizes
much or all of a course.

e Project-accompanied courses, in which a semester-long serves as a reference through-
out a course.

¢ Interdisciplinary courses with projects, which may lead to new discoveries because
of their interdisciplinary nature.

e Team project courses, solely devoted to undergraduate research activities in teams.

¢ Individual project courses, including independent research with individual or multi-
ple students.

e Client courses, in which a course benefits from the results of undergraduate research
efforts, whether or not that course includes research activities itself.

We will indicate these strategies in the following examples of interdisciplinary undergrad-
uate research in the curriculum.

5 Examples

St. Olaf’s computer science major is relatively young (approved in 2002), which gave our
program an opportunity to incorporate interdisciplinary undergraduate research throughout
our curriculum as we created the new major.
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5.1 Earliest experiences

A locally developed programming environment used in our introductory course, CS 121
[4], provides an opportunity for cross-disciplinary guided discovery exercises and student-
motivated “entry level” independent investigations.

We have modified MediaWiki, the open-source wiki software created for Wikipedia, to pro-
cess additional languages besides wikitext for authoring pages, including Scheme, the CS
121 programming language [5]. We have also added features to support multimedia compu-
tation via Scheme, including production of XHTML pages represented as Scheme function
calls, processing of sound waves represented as Scheme lists, generation of music using a
MIDI-related protocol expressed in Scheme lists, rudimentary production and computation
with grayscale and RGBA images, and object-oriented animation using a Scheme repre-
sentation of the SVG standard. Students use these features in homework, as applications
of standard course concepts, from nested function calls and simple recursion to object-
oriented programming and project management. These are interdisciplinary applications:
for example, the sound-wave material is presented in terms of the Physics of wave forms,
with connections between musical overtones and harmonic frequencies; and elements of
art and motion graphics design arise in an animation project.

In addition, students typically carry out three team projects during CS 121. For example,
one project may call on students to create three or more contrasting sounds, whether by pro-
gramming with sound waves or using the MIDI-based system for producing melodies and
counter-melodies. The wording of the assignment invites teams to explore the possibilities
of the system, with grade incentives for doing so.

The final project, to create a multi-scene animation with sound track, directs students to
follow a staged development process, the first stages of which overlap with ongoing pre-
sentation of course material. In other words, this project is conducted as a guided discovery
exercise, with opportunities to exceed the basic assigned expectations. Since the system im-
plements the SVG standard, these beginning students are invited to learn more about that
standard and animation techniques than appears in the course syllabus. In fact, students’
independent discoveries in past projects have informed teams in later terms, creating new
thresholds that those later teams expect to surpass, and generally advancing the quality of
the results. Teams present to each other and their friends in informal symposia at the end
of the term, in a final open class period or an evening event.

Beyond team projects, we find each term that some students take on extracurricular inde-
pendent investigations of their own. For example, one recent student applied the MIDI
system (which supports arbitrary fractional pitch values) to explore the sonority of a non-
logarithmic scale system she discovered on the Internet, and also a multiple diminution-
stretto composition technique of her own invention. She did this work on her own initiative
outside of the regular coursework, during the first third of the term.

CS 121 represents the strategy of a “project-accompanied course.” It is also a “client
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course,” since undergraduate research has played a significant role in developing our spe-
cialized wiki.

5.2 Foundation courses

Further foundation courses in hardware and software design include guided discovery ex-
ercises designed to develop skills and methods that are useful in subsequent projects.

In particular, our second course CS 251 concludes with a multi-week team software devel-
opment project in C++ using a waterfall-model methodology. That methodology is care-
fully prescribed as a series of deliverable goals for students to meet. Some teams choose to
build interdisciplinary applications for their projects, although this is not required. Apart
from such an application, these projects seldom have the nature of independent investiga-
tions. However these students do present their work to each other and friends at the end
of the term (sometimes in a combined event with CS 121), a modest precursor to research
presentations.

The great value of the CS 251 project for undergraduate research is in providing a common
experience of carrying out a team software design project using a standard development
methodology. Our program does not go into software engineering in depth, but this early

exposure gives all students a baseline of design, implementation, and interpersonal skills
they will need for any software-development aspects of future projects.

One required aspect of the CS 251 project has a somewhat interdisciplinary nature. While
proposing, designing, and building their projects, students also conduct a simple formal
ethical analysis of their software, using concepts derived from the ImpactCS project [9].
Computing ethics belongs as a field in computer science, but the methods in this analysis
derive from the social sciences, and most of these students have never before associated
notions such as “stakeholders” and even “ethical issues” with the field of computer science.

CS 251 illustrates the strategy of a “project-centered course” in its final weeks.

5.3 Core courses

Students taking core computer science courses in areas such as operating systems, pro-
gramming languages, and ethical issues in computing carry out projects with a guided
discovery framework that offer opportunities for extension into independent investigation.
The subjects of these investigations are frequently interdisciplinary in nature.

We will consider two examples of such courses, both of which represent the “project-
accompanied course” strategy.
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e Our course in ethical issues, CS 263 [8], expands on the interdisciplinary theme in
computing ethics begun in CS 251. Rather than keeping an abstract aloofness from
applications, CS 263 focuses on ethics in the context of practical applications and
professionalism. To make this emphasis concrete, the course requires a semester-
long applied team project to perform ethical analysis of an actual system, in a service-
learning context. Subject systems for ethical analysis have included the college reg-
istrar’s electronic information system, computing plans for a new science center, and
a web-based system used by a local high school for distributing assignments and
managing grades. These systems are analyzed broa8lgcas-Technical Systems,
consisting of computing hardware and software, people, facilities, and other context.

Traditional social-science methods are presented in the course and used as tools for
analysis. The applied ethical analysis project provides a natural connection and con-
text for the other course content, and represents guided discovery with an opportunity
for independent investigation in an interdisciplinary setting.

e Our operating systems course, CS 273, uses Linux as a primary example for illus-
trating operating system principles and their implementation. One of the projects
involves modifying the Linux kernel in order to add one or more new system calls, or
entry points into the operating system. The documentation describing requirements
and procedures for this project provides a guided discovery framework for learning
how system calls are implemented, and how to modify a large, complex code that
one hasn’t written and which one can’t thoroughly understand.

The assignment is open-ended: a required system call must demonstrably extend the
features of the kernel, but imaginative extensions receive an incentive in grading.
This open-ended quality has led many students to delve deep into implementation is-
sues, armed only with their conceptual understanding of operating systems principles
and whatever experience they gain as they go. In one example, such an independent
investigation led to a subsequent team undergraduate research project that explored
a strategy for creating a more secure kernel [1].

¢ When a combinatorics researcher presented a problem in partition theory to our al-
gorithms course CS 253 last Fall, students collaborated to create an algorithm that
yielded significant new results in that mathematical field. By parallelizing that al-
gorithm and implementing it on a Beowulf cluster, one student was able to achieve
significant performance improvements. [7]

In terms of strategies for research, CS 253 is both a “project-accompanied course”
and a “client course,” benefiting from resources developed by the Beowulf research
team.

These two courses illustrate the strategy of “project-accompanied courses.”
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5.4 Research courses

Some courses, e.g., a regularly offered advanced team project course, focus explicitly
on independent investigation, typically into interdisciplinary questions, and work in those
courses sometimes qualifies as true scholarly inquiry.

We offer two courses in this vein:

e The senior capstone seminar, CS 390, presents a one-semester experience in which
every CS major participates in conducting a (brief) investigation into some aspect of
an interdisciplinary research project, reads from the literature, performs a team ethi-
cal analysis of their project, documents their work, writes up their findings in a paper,
and delivers those findings in a public presentation. This constitutes a model for the
phases of research. Although a work of scholarly significance has yet to emerge
from these one-semester forays into research, the results have local significance, and
over time past investigations feed into other investigations taking place in the course
(similar to the passing on of animation techniques in CS 121).

All CS majors, including weaker students, carry out CS 390 projects. When sum-
mer researchers and others with their own prior research projects take the course, CS
390 requirements adapt to the needs of that student. For example, one recent stu-
dent completed work begun in a prior term and wrote up computing aspects of his
interdisciplinary results [13].

CS 390 students collaborate on ethical analysis and may collaborate on other ele-
ments of the course, but their contributions to their project are accounted individu-
ally, and they write individual papers. Thus, this capstone primarily represents the
strategy of an “individual project course.”

CS 390 also illustrates the “client course” strategy, in that most projects undertaken
in the course arise from prior undergraduate research. Some of the most effective
projects in CS 390 either complete some aspect of an earlier research project or
extend one in some useful way.

e CS 350 is an applied team project course. Its purpose is to collect multiple team
research projects so they can take place in a single course, providing students with
a research community and increased access to mentoring, and providing a professor
with course credit [2]. Most of the projects have had an interdisciplinary nature, and
projects have ranged from guided discovery to scholarly inquiry, depending on the
abilities and experience of the team and on the problem they tackle.

Besides illustrating the “team project course” strategy, CS 350 can also represent
a “client course” that follows up on prior research. Some projects in CS 350 may

produce results that other “client” courses can use. For example, St. Olaf’s first

Beowulf cluster was constructed as a CS 350 project, and clusters deriving from that
first system have served several “client courses.”
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5.5

Interdisciplinary courses

Interdisciplinary courses with projects can offer a wealth of possibilities for undergraduate
research activities. Some of these activities may produce original results.

Our course in bioinformatics, CS 315, requires students to read and present a research
paper, then to undertake implementation projects applying CS to questions of concern to
biologists. While these small-team implementation projects may be modest in scope, when
selected by a bioinformatics specialist, they may represent original and useful small appli-
cations in bioinformatics. At the very least, they represent independent investigations that
are new to the students.

6 Resources

This incorporation of interdisciplinary research throughout the curriculum requires re-
sources of various kinds.

e Faculty time and efforust be an early consideration, since mentoring is so essen-

tial for successful undergraduate research. Effective mentoring requires time and
effort of its own, for example, background research so that a mentor will have the
information he or she needs in order to recommend research problems and strategies.
Interdisciplinary projects typically require more preparation time, as a mentor must
learn about another discipline (or other disciplines).

Longer term collaborations between individual faculty in different disciplines can
significantly reduce the time for mentor background preparation. This typically nar-
rows the range of knowledge needed for the collaboration: knowing about riparian
plants may be enough; one needs study all of environmental science. Of course,
background acquired for one shared project will often apply to other shared projects
with the same collaborating mentor.

Course allocationn a department must allow for scheduling research-rich classes.
A sustainable and scalable effort cannot depend for long on overload activities, such
as independent research without teaching credit. Integrating research into courses
makes it part of a professor’s teaching load. But scheduling such courses usually
represents a trade-off, in which something else isn’t scheduled.

St. Olaf's CS major was introduced recently (2002), and research-related courses
were part of the original major proposal. Starting with a clean slate doubtless made
this course allocation issue much easier to address than starting with a full curriculum
of existing courses, as is the case for an established major.

For established coursesyllabus times usually a premium commodity. The prospect
of dropping or curtailing the treatment of standard topics in favor of a lengthy re-
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search project may be quite daunting, and even prohibitive, for example, in core
courses.

However, activities at lower stages in the undergraduate research process may re-
quire less syllabus time. For example, a guided discovery exercise might replace

another project assignment in a lower level course; or, an invitation to independent

investigation may be added to an intermediate project, as an opportunity for a higher

grade.

This approach was taken in the introductory course CS 121 with it's wiki-based ap-
plications. With the help of this convenient and accessible development environment,
we have been able to preserve all but a small number of peripheral topics in the prior
course plan, a trade-off we have gladly made in exchange for the effectiveness and
student interest in project-based activities.

Incremental syllabus modifications may not serve in courses pursuing more mature
research activities. curricular debate about standard topics vs. new pedagogical ap-
proaches can be healthy from time to time, for any academic program.

e Suitableresearch platforms and infrastructure, e.g, specialized software or a Be-
owulf cluster, provide an environment for study and may offer capabilities that attract
interdisciplinary collaborations. Some such resources, e.g., acquiring a GIS system,
may require an initial investment of funds from a grant or institutional sources.

Other times, student efforts can effectively substitute for purchases. For example, St.
Olaf’s first Beowulf cluster [12] was built as an undergraduate research project from
computers and network switches that the college had retired from regular use.

e Summer research suppddr students feeds the cycle of interaction with interdisci-
plinary research in an undergraduate curriculum. While research activities in courses
need not depend on the existence of summer research, an extended period of investi-
gation by a strong student or two can energize the work done on a series of problems.
This effect is mutual: course-related research can also spur on summer research.

7 Conclusion

We have examined the nature and benefits of interdisciplinary undergraduate research, and
described three stages in the development of research skills: guided discovery; independent
investigation; and scholarly inquiry. We have also identified six types of course situations
that offer strategic opportunities for including one or more of those developmental stages.

Several examples of interdisciplinary undergraduate research activity in courses were pre-
sented and discussed relative to the three stages and six strategic types of courses. These
examples range from the early days of the introductory course to the senior capstone sem-
inar. Resource issues concerning faculty time and effort, course allocation, syllabus time,
equipment, and summer research support were considered.
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Creating Visions for Computing Research
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Abstract

A new organization, the Computing Community Consortium (CCC) has recently been
funded by the National Science Foundation through the Computing Research Association
(CRA). The purpose of this organization is to encourage the development of new visions
for all areas of computing research.

One goal of the CCC is to get undergraduates excited about studying computer science
and thinking about major research issues by involving them in the visioning process. For
that reason, the CCC is sponsoring undergraduate poster contests at each regional meeting
of the Consortium for Computing Sciences in Colleges (CCSC) as well as at the Midwest
Instructional Computing Symposium (MICS).

This paper and the accompanying session will explore additional ways of involving under-
graduate institutions in this development.
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1 Introduction

The Computing Community Consortium (CCC) has recently been funded by the National
Science Foundation through the Computing Research Association (CRA) with a goal of
encouraging the development of new visions in computing research.

The research institutions which are involved in CCC projects will be holding “Crystalliza-
tion Workshops” to involve more scientists and students in their project planning. CCC
would like to see undergraduate faculty representation at these workshops and the projects
infused at the beginning of the planning stage with ideas on how undergraduates can be
involved.

As CCC supported projects begin to apply for external funding, they will be strongly en-
couraged to use the ideas gleaned during previous stages of development to involve the
undergraduate community in a meaningful way. This could be in terms of collaborative
grant proposals with undergraduate institutions, using REU supplements, exploiting op-
portunities to fund undergraduate researchers that are already written into calls for pro-
posals, or actively engaging undergraduates in testing project results. The goal is to make
undergraduate involvement an integral part of each project.

The CCC Web site will eventually have a page of links to opportunities for undergraduate
students, faculty and institutions that have been created by CCC supported projects.

The purpose of this paper and session is to gain MICS attendee input on the poster contest,
Crystallization Workshop participation and good ideas for undergraduate participation in
these major projects. We are on the cutting edge of the development of the CCC’s mis-
sion and have an opportunity to influence outcomes that will have a major effect on the
undergraduate computer science community.

2 Whatis a “Vision” in computing research?

Visions tend to run deep and broad. They involve fundamental questions in the field. They
tightly integrate technological innovations with societal needs. They are often termed “au-
dacious.” As an example, Jeannette Wing, the Assistant Director of the Computer and
Information Science and Engineering Directorate (CISE) of the National Science Founda-
tion has challenged the research community to articulate a research agenda to answer one
of computing’s fundamental questions [7]:

“Is there a science for understanding the complexity of our networks such that we can
engineer them to have predictable behavior?”

She defines networks broadly, including the physical layer at the bottom, the multiple ar-
chitectural and protocol layers in the middle and the top layer of people and organizations.
She argues that there are fundamental basic research questions underlying the scientific
guestions, technological innovations and societal demands that drive all areas of comput-
ing. The complexity of large-scale networks should be understood. New architectures
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should be developed to manage future networks. New applications should insure security
and privacy.

Webster defines “audacious” as daring or bold. Itis not difficult to agree with Wing's claim
that “the vision for understanding the complexity of networked systems is audacious.”

Based on this vision, she calls on the research community to develop a compelling research
agenda for the science and engineering of evolving, complex networks.

3 CCC Funded Projects

The CCC is currently funding the following projects:

e The Global Environment for Network Innovations (GENI):

At the age of three years, GENI existed before the CCC was formed but is now under
its auspices. The GENI project’s goal is to build an experimental facility designed
to allow experiments on a wide variety of problems in communications, network-
ing, distributed systems, cyber-security, and networked services and applications.
Researchers will have the opportunity to experiment at a large scale with real user
populations [1]. The GENI project is addressing the vision articulated by Jeannette
Wing in Section 2.

¢ Big-Data Computing:

The Big-Data Computing project held two CCC sponsored study groups in March
2008 to explore opportunities for research in high-performance, data-intensive com-
puting systems. Applications range from astronomy to machine translation.

e Robotics:

The goal of this project is to provide a comprehensive view of the use of robotics
today and in the future, and to identify the necessary key competencies which need
to be developed in order for the field to progress. Applications range from robotic
surgery to planetary exploration to cars that park themselves.

e Theoretical Computer Science:

The Theoretical Computer Science (TCS) group will be holding a CCC sponsored
workshop in May 2008 with the following goals: “Identify broad research themes

within theoretical computer science that have potential for a major impact in the
future.” and “Distill these research directions into compelling ‘nuggets’ that can

quickly convey theirimportance to a layperson.” The underlying goal of the projectis
to understand the capabilities and limitations of efficient computation. Applications
range from public-key cryptography to quantum computation.

More can be read about all of these projects on the CCC Web page: www.cra.org/ccc.
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4 Undergraduate Institutional Involvement

Knowing how important undergraduate education is to the computer science community,
including the research community, both the National Science Foundation and the CCC are
committed to involving undergraduate students and faculty in this new initiative. They
would like our input as to exactly how we could best both contribute to and gain from this
opportunity.

The poster contest that the CCC is sponsoring at MICS is a first step. The rationale for
the contest was that the posting of the regional winning posters on the CCC Web page
would raise awareness in the research community of the bright, talented undergraduates in
our programs and raise awareness among our students of the cutting edge projects being
undertaken which will affect not only the academic community, but all of society. It is
hoped that knowledge of the societal impact that this research could have will help erase
some of the negative stereotypes associated with our field, particularly for those students
from underrepresented groups [2, 3, 4, 5, 6].

If the research institutions with CCC supported projects are going to be encouraged by the
CCC to incorporate undergraduate participation into their projects, they need specific ideas
as to how they could do so.

Some ideas for involvement, which we will discuss and augment in this session include:

writing collaborative grant proposals with undergraduate institutions.

encouragement to incorporate REU supplements into projects.

providing support for undergraduate researchers from undergraduate institutions.

providing collaborative summer research opportunities for faculty from undergradu-
ate institutions.

e actively engaging undergraduates in testing project results.

While the above involvement is currently included in many NSF funded research projects,
there remain many projects which include no such opportunities only because the proposers
never thought of doing so, or thought of it but did not know how to approach it. Our goal
should be to change this scenario.

As was stated above, the poster contest is only a first step. A window has been opened
up for us to state our views to an audience that is eager to hear what we have to say.
The vision of there being a single computer science community rather than there being

“the research community” and “the CS undergraduate educational community” may be the

biggest, boldest vision of all.
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Abstract

Research on learning approaches indicates that active and cooperative learning
techniques improve educational processes and outcomes. One way to implement these
techniques involves student response systems (clickers). This paper explores different
knowledge types and learning approaches and argues that clickers can be used to aid the
learning process with minimal risks. It provides examples of questions and techniques
that can be used to enhance learning processes in computer science classes, and prevents
survey results of student attitudes towards clicker use in a CS 1 class. It also provides
recommendations for effective clicker use.
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Introduction

The lecture is the mainstay of the college classroom. Lectures often degrade into
instructor-led monologues with minimal interaction between the students and the
instructor or among the students. Research on educational techniques (e.g., (1), (2), (3))
indicates that techniques such as active and cooperative learning improve educational
processes and outcomes. One way to implement these approaches in the college
classroom is by using student response systems, which are commonly referred to as
“clickers.” The purpose of this paper is to explore how to use clickers to support
different knowledge objectives and learning processes with minimal risk for both
instructors and students, and to provide computer science-related examples. It also
presents student attitudes towards clicker use in a CS 1 course, and provides
recommendations for introducing clickers into your computer science classroom.

Learning Processes, Approaches, and Risks

Learning Processes

In 1956, Benjamin Bloom proposed a taxonomy of cognitive thinking to guide
instructional pedagogy. Bloom’s taxonomy (1) consists of the following components:

1. Basic knowledge, which involves memorizing facts, figures, and base processes;

2. Secondary comprehension, which involves organizing, comparing, translating,
interpreting, giving descriptions, and stating main ideas;

3. Application, which involves generalizing the facts or processes to other contexts
and situations;

4. Analysis, which involves examining and breaking information into parts by
identifying motives or causes, and then making inferences and finding evidence to
support generalizations;

5. Synthesis, which involves compiling information together in different ways by

combining elements in new patterns or
proposing alternative solutions;

\Analysis Synthesis Evaluatic7/
\ Application /

6. Evaluation, which involves presenting and
defending opinions by making judgments
Comprehension
Basic

about information, validity of ideas, or
nowledge

quality of work based on a set of criteria.

The first three items in this taxonomy are
hierarchical: basic knowledge must be presented
to gain comprehension, and comprehension must
be attained before application can occur. The final
three items are considered higher-order skills that
cannot be attained before the first three are
mastered. Figure 1 illustrates this hierarchy. The

Figure 1 — Hierarchy of educational objectives
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next section explores different learning approaches that can be used to achieve these
objectives.

Learning Approaches

Instructor lectures are the cornerstone of the college learning experience, but research
(e.g., (2), p. 9) has shown that monologue lectures produce minimal learning gains. In
response, educators have proposed techniques to help engage students and facilitate
achieving educational objectives. One technique is active learning, which involves
having students participate in activities beyond simply listening. A subset of active
learning is cooperative learning, which occurs when teaching emphasizes social
interactions between the instructor and students or among student groups (e.g., (3), (4)).
The combination of active and cooperative learning is called engaged learning (5).

The most common and least risky approach to achieve engaged learning is to pose a
question to the class and wait for a response. Unfortunately, one or two reliable students
usually answer these questions, and the rest remain quiet, unengaged, and confident that
the answer will be provided by one of their reliable colleagues. The "fast responders"
enable the other students to remain quiet and unengaged, and might even prevent the
other students from having time to think about the question and form an answer (6). To
avoid this pitfall, the instructor might present alternate choices and then require all
students to make a selection by raising their hands. This approach also has limited
effectiveness: an unsure or unengaged student can still abstain from voting, and can
easily alter his or her vote if it appears to be unpopular.

Math and science courses often involve require learning problem solving approaches or
techniques. An engaged learning approach for this type of knowledge is for the instructor
to first explain and illustrate the problem solving approach, and then have the students
apply the approach to a different but similar problem on their own. After everyone is
finished, the instructor and students discuss the solution as a group. This approach can be
extended to cooperative learning by having students develop problem solutions in small
groups, whereby a learning advantage is achieved by having students teach and learn
from one another (7). This approach has been extensively used in computer science
courses (e.g., (8)).

A more avant-garde engaged learning approach involves kinesthetic learning activities
(KLAs), which force students to physically act out an activity in a way that teaches or
reinforces the material (4). For example, a computer science instructor might teach
students the difference between passing parameters by reference or by value using a note
card with a value written on it to represent the parameter. The instructor passes the actual
note card to represent passing by reference, and passes a copy of the note card to
represent passing by value. In another example, the instructor might have students come
to the front of the room and actually represent linked list nodes or values in a sorting
algorithm.
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Student response systems (“clickers”) have emerged as a popular approach to enable
engaged learning. Clickers are similar to TV or stereo remote controls, and have
numbered buttons that allow the student to select a response to a multiple choice question
(1-5, A-E, etc.). Typically, the instructor displays a multiple choice question on the front
screen, and students press clicker buttons to transmit their responses using an infrared or
radio frequency. Responses are received by a base unit that relays them to the
instructor’s computer, from which the aggregate results are displayed. The data is
generally stored for later analysis. Responses can be anonymous or associated with a
specific student (9).

Engaged Learning: Rewards and Risks

Previous studies suggest that engaged learning techniques have a positive impact on
educational outcomes, including improved student interest, involvement, confidence,
retention, and higher order thinking (4). One source of these benefits involves student
attention spans:  multiple studies on student concentration levels indicate that
concentration peaks at about 10-15 minutes into a lecture, but declines significantly
thereafter [e.g., (10), (11)]. Engaged learning techniques improve classroom energy
levels and give students the opportunity to synthesize, critically assess, and apply the
concepts that the instructor presents. Furthermore, they allow the instructor to determine
whether he or she has successfully conveyed target concepts (5). Studies specifically
addressing the use of clickers suggest that these devices positively impact factors such as
attendance, advance preparation for class, attentiveness, enthusiasm, in-class
participation, and student confidence (e.g., (12), (13)).

McConnell (6) analyzes risk levels of engaged learning activities based on a variety of
dimensions, as shown in Table 1.

Dimension Low Risk High Risk
Class time Short Long
Amount of structure More Less
Amount of planning Careful Spontaneous
Controversy potential Low High
Student subject Strong Weak
knowledge
Instructor experience with | High Low
pedagogy
Interaction type Student — Instructor Student - Student

Table 1 — Levels of risk for engaged learning activities

This analysis asserts that carefully planned and highly structured activities that take
shorter amounts of class time and rely solely on student/instructor interaction pose less
risk than less structured activities that take longer and require interaction among students.
Hence, an instructor asking students a pre-planned question is a low-risk strategy, while
group activities and KLAs involve more risk. Low risk learning activities are more
suited to the lower-level learning activities on Bloom’s hierarchy (e.g., conveying basic
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knowledge and assessing secondary comprehension). Higher-level learning involving
analysis, synthesis, and evaluation seem more suited to the higher risk activities such as
group activities and KLAs. The higher-risk techniques can result in superb educational
experiences or, if things don’t go well, negative experiences and reluctant, confused,
embarrassed, and/or disgruntled students.

Clicker technology involves minimal risk in the sense that it involves instructor-student
interaction and is fairly structured. It certainly has the potential to enhance lower-level
learning approaches involving instructor-student questioning and polling. When used
with ingenuity and creativity, however, it also has the potential to enhance the higher-
level processes while still minimizing the risks. The remainder of this paper describes
approaches for using clickers effectively to enhance different learning at all levels within
the domain of computer science.

Using Clickers to Achieve Engaged Learning

Learning to operate clicker technology in your classroom is fairly easy. Using clickers
effectively to enhance student learning is more challenging. The most obvious clicker
use is to obtain survey knowledge, which asks for responses about existing knowledge
(True/False: | have written computer programs using Java), experiences ("Which Web
browser do you use?") or opinions/attitudes ("Which Web browser do you think most
people use?"). This is especially useful when teaching freshmen, non-majors, or other
groups that have diverse backgrounds or experiences.

Beatty et. al (14) propose that non-survey classroom clicker questions should address one
of the following pedagogical goals:

1. Content, which involves presenting irrefutable facts that students must memorize
and learn by rote.

2. Process, which involves teaching a cognitive process for solving a problem. This
includes recognizing which process is applicable to a given situation, and
identifying the information that is required to perform the process.

3. Metacognitive, which involves applying content and process knowledge to
identify alternative solutions to problems with multiple competing solutions.
This requires cost/benefit/risk analysis and viewing a problem from multiple
viewpoints.

Beatty et. al (14) emphasize the importance of employing a “question cycle” that involves
posing, pondering, answering and discussing. The following paragraphs describe
strategies for using clicker technology to achieve these pedagogical goals both in terms of
question types and how to manage the question cycle.

Content Knowledge

During a lecture, the instructor attempts to convey and illuminate multiple points.
Clickers can help students gain basic content knowledge by simply asking the students to
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restate an idea. They can also be used to gain secondary comprehension by forcing
students to summarize and synthesize a series of ideas. Figure 2 shows examples of
content knowledge questions. Question 2(a) tests recall of rote facts, 2(b) requires
students to consolidate multiple ideas to form a definition, and 2(c) requires students to
apply previous-presented knowledge to a new situation.

Content knowledge questions for rote facts are usually answered fairly quickly (within a
minute or so), and mainly serve as a wake-up call to gain student attention and ensure
that notes are complete and correct. As a result, the question cycle is straight-forward:
the instructor displays the question, waits until a high percentage of the students have
answered, and then displays the answer distribution. These questions usually result in a
high percentage of correct answers: For a question such as shown in Figure 2(a), you can
simply state “The correct answer is b, 8 bits”, and then move on.

The standard size of a RAM Database drivers: Is the Circle class immutable?
memory cell is: a. Contain code that enables a database Siice a. Yes
a. 7 bits to communicate with a program - radius: double b. No
numberOfObjects: int
b. 8 bits b. Are associated with a specific DBMS o c. You can't tell from
. ) o ~Circlel ) -
c. Itdepends on the kind of c. Are associated with a specific ~Circle(newRadius: double) | the information given
i tArea(): doubl ’
RAM memory E:cig)rammmg language (such as Java or getieal: doube st O | dON’t know

d. Eitheraorb
e. None of the above

+: public
d. All of the above -+ private

e. Bothaandb No modifier: package-
accessible

(a) Basic knowledge (b) Secondary comprehension (c) Application

Figure 2: Examples of concept knowledge questions

The secondary comprehension question in Figure 2(b) and the knowledge application
question in Figure 2(c) require more thought, and often result in some incorrect
responses. You can use different approaches for managing the question cycle. When the
percentage of incorrect answers is fairly low (less than about 25%), an effective approach
for clearing the confusion of the minority is to state the correct answer, and then ask a
volunteer to describe why he or she chose the correct answer rather than one of the
incorrect ones (14). This tactic reinforces the correct answer for the correct responders
while posing minimal risk for the incorrect ones.

When the percentage of incorrect answers approaches 50%, an effective management
approach is to require students to compare their answer with their neighbors and then re-
vote. This utilizes cooperative learning: it benefits the students who know the correct
answer by forcing them to state their reasoning to convince their peers. Likewise, it
benefits the students who do not know the answer by having it explained to them in a
different way by their peers. It poses minimal risks to the unsure or incorrect students
because no one is certain of the answer at this point, and the correct students must defend
their reasoning.

It is useful to include a “None of the above” selection in most questions (14) because it
provides insight into student reasoning that is unanticipated (and often correct!).
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However, it should be the correct and intended answer often enough so as to be
unpredictable.

Process Knowledge

Computer science classes often require students to understand a series of steps for
completing a task, such as converting a decimal number to binary, or writing program
code to create a specific type of loop to complete a task. Usually, these processes are too
complex to be reinforced or synthesized with a single clicker question. An alternative is
to use a clicker question to reinforce a single step within the process. Figure 3(a)
illustrates this approach: in this case, the process involves representing a floating point
number using the binary numbering system, and the question reinforces the concept of
normalizing a number using exponential notation.

What is the normalized What is the output of the

. i ? Class Exercise
representation of .0001001,?: following coder
for (int i = 0; i < 2; i++ ){
a.  1.001%*2 LSS * Convert-4.125,5t0 a
b. .1001* 23 . binary 32-bit floating point
* 93 H
[ .1001 2_ 3 00011011 number representation
d. 1.001 * 24 b 0011
e.  None of the above . 0011011 :IVh(;Ilr::kg:\;::)euctjt::e(a—e)
d. None of the above 4
(a) Reinforcing a single step of a process  (b) Prediction question (c) Monitoring when students finish a

process

Figure 3: Example process knowledge questions

Another approach for reinforcing process knowledge is to use prediction questions such
as the one shown in Figure 3(b). These questions are very effective for helping students
understand programming concepts and program execution, and computer science students
seem to enjoy their challenge. The question management cycle approach described in the
previous section again applies: if the incorrect answers number 25% or less, ask a
volunteer to describe the process that to their answer. If the incorrect answers approach
50%, ask students to describe their process to their neighbors and then re-vote.

Figure 3(c) illustrates how to use clickers to monitor student progress for performing all
of the steps in a complex process. The instructor can monitor how many students have
completed the process and judge when to discuss the solution. If the process solution is
taking an undue amount of time, the instructor can modify the instructions and tell the
students to signal when they have completed a portion of the problem, and then discuss
the part of the solution that is causing the difficulty.

Metacognitive Knowledge

Metacognitive knowledge involves applying content and process knowledge to identify
alternative solutions to problems with multiple competing solutions. It encompasses the
analysis, synthesis, and evaluation components in Bloom’s hierarchy. At first glance, it
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might seem that multiple choice questions are not compatible with these higher
knowledge levels. However, it is possible to use clicker questions to spur discussions and
higher-level thinking. Figure 4 shows three different approaches.

What kind of number encoding Why do | need to know the SQL
approach do you think Oracle CREATE and DROP commands
uses for the NUMBER data type? when | can use the GUI in Oracle

a. Floating point Developer to do these tasks?

b. Signed integer a.

c. Unsigned integer b.

d. Either a or ¢, depending on the value Z'_

e. None of the above e. None of the above

(a) Question to stimulate discussion (b) Open-answered question

Figure 4. Examples of metacognitive knowledge questions

The question in Figure 4(a) occurs after defining the Oracle NUMBER data type, and
requires students to connect how an Oracle database defines different types of numbers
with previous knowledge on how computers encode number data in general. Students
will first vote, and then will be asked to defend their choices. The question in 4(b)
requires students to generate alternative, multiple defensible responses to a question. The
instructor adds the alternatives on the fly, allows the students to vote, and then leads a
class discussion on the results.

Rewards, Drawbacks, and Best Practices

Studies on clicker use in science courses (e.g., (2), (13), (15)) suggest that students
respond in a generally positive manner to clicker use in terms in making them feel more
involved and engaged in a course. Clickers also tend to motivate students to come to
class when attendance or answers contributed to their course grades.

Few (if any) studies have evaluated clicker effectiveness in computer science courses.
Figure 5 shows survey results of clicker attitudes from approximately 40 students in a CS
1 course during the Fall 2007 semester. (Complete survey questions are shown in the
appendix of this paper.)
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Using the clickers were more trouble
than they were worth

| do not feel that the clickers were an
effective educational tool

Discussions with other students during
the clicker questions were helpful in...

If | received additional credit for the
right answer, it would make me try...

Receiving credit just for answering made
me more likely to participate

| feel the cost of the clickers was worth it

It was easy to remember to bring the m Strongly Disagree

clicker to class

B Disagree
Using the clickers takes too much time B Neutral
away from the lecture presentation Agree
The clickers were used too much in this = Strongly Agree

course

The clickers helped me to pay attention
during lecture

Using the clickers helped me to better
understand concepts in the course

I would like to use the clickers in more of
my courses

The clickers were fun to use

I liked using the clickers in this course

Figure 5: Survey data results

These results are similar to the ones seen in published studies in terms of clickers aiding
student attention and understanding. Students were least enthusiastic concerning whether
the cost of the clickers was worth their benefit. (At our bookstore, students purchase
clickers for approximately $35, and can resell them for $20 at the end of the semester. |
also advise students that they can purchase their clickers on EBay for a reduced amount.)
Overall, clickers seem to be an effective educational tool in the college classroom, and
this includes the computer science classroom as well.
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As a result of a literature survey, personal experiences, and conversations with other
instructors who are using clickers in the classroom, here is a list of recommendations to
help make your transition to clickers successful:

1.

N

Connect with other instructors at your institution who are using or are interested
in using clickers, and agree upon a single vendor. This way, students can
purchase a single clicker and use it in multiple classes.

Select a clicker type that minimizes the cost to the student.

Use the clickers regularly in every class. A common complaint among students is
that they were forced to purchase the clicker and then used it sporadically or not
at all during the semester.

Provide “loaner” clickers to lend to students who invariably forget to bring their
clickers to class. Students complain if they don’t get credit for coming to class
just because they forgot their clicker.

Use a variety of question types and question cycle techniques. Using the clickers
for the same types of questions and in the same way becomes boring.

Avoid placing a lot of emphasis (more than 5%) on grades for getting the correct
answer. This adds to student anxiety, especially among students who take longer
to grasp new concepts.
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Appendix — Student Response System Clicker Attitude Survey

(a) Strongly Agree (b) Agree (c) Neutral (d) Disagree (e) Strongly Disagree

I liked using the clickers in this course.

The clickers were fun to use.

I would like to use the clickers in more of my courses.

Using the clickers helped me to better understand concepts in the course.
The clickers helped me to pay attention during lecture.

The clickers were used too much in this course.

Using the clickers takes too much time away from the lecture presentation.
It was easy to remember to bring the clicker to class.

| feel the cost of the clickers was worth it.

10. Receiving credit just for answering made me more likely to participate
in using the clickers.

11. If I received additional credit for the right answer, it would make me try
harder to get the right answer.

12. Discussions with other students during the clicker questions were
helpful in understanding the concepts in this course.

13. 1do not feel that the clickers were an effective educational tool.

14. Using the clickers were more trouble than they were worth.

©CoNR~LNE
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shows that inherited expressions do indeed tend towards being well-f(sesedection
3.2.3).
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Figure 3.1.3 Correctness scores for successive generations of randomly generated postfix expressions
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Figure 3.1.4 Correctness scoresfor successive generations of inherited postfix expressions
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3.2.2 Emergence of recurring sub-expression sequences within a population

Examining the actual sequences from successive generations shows recurring sub-
sequences being passed on from generation to generation. This appeals to a sense of
symmetry with the biological model, but more importantly shows that sub-sequences that
improve overall fithess are more likely to get passed on and sub-sequences that detract
from fitness are more likely to get passed over.

3.2.3 Slight alterationsin configuration lead to drastic variationsin patterns

Some of the primary parameters of the program (and their values used for this study)
include:

* sequence length (100 characters)

e mutation rate (1%)

e cross-over frequency (40%)

These parameters have shown to be very sensitive in that slight alterations in value can
lead to drastic variations in output. This is a hallmark of chaotic systems, a subject

worthy of treatment in itself.

One example is mutation rate. It was noted that inherited expressions tended towards
being well-formed. This observation requires qualification however, as this property
seems to depend on a low, but still greater than 0%, mutation rate. For instance, if the
mutation rate is changed to 10% or 0%, the inherited expressions no longer tend toward
correctness.

3.3 Summary

Our aim here was to show how the application of a biological model to computer
programming can produce a random algorithm that yields an optimal solution (or at least
tends to one). This problem was intentionally simple so that focus could be given to the
process. The way is now clear to apply the process to more complex situations.

As with all science, this success leads to more questions.

1. What types of problems are suitable for a genetic inheritance approach?

2. What is the relationship between mutation rate and form convergence?

3. Are genetic algorithms more efficient than purely random searches? Than hard-
coded techniques? What are the trade-offs?
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3.4 Further reading

* Goldberg, David. _Genetic Algorithms in Search, Optimization, and Machine
Learning Boston: Addison Wesley, 1989.

* Moriarty, David and Risto Miikkulainen. "Discovering Complex Othello Strategies
Through Evolutionary Neural Networks."
<http://nn.cs.utexas.edu/downloads/papers/moriarty.discovering.pdf>.

A NOTE ON THE DATA

The reader may have noted a potential loss of precision due to our comparison of
floating-point numbers. The software for this research was written in Java. Java’s
double provides around 16 decimal digits of precision. The lengths of the expressions
used in this research generate values on the order'df This enables us to resolve
values that differ by at least a factor of 10. Observation of the raw data suggests that
values in the range used in this research are not greatly affected by this.

Further, the graph in figure 3.1.2 seems to suggest that the inherited expressions improve
at an exponential rate. This requires a bit of clarification. The data points included in the
graph were the highest fithess scores observed up to that generation. The last point on the
graph is merely the highest fitness score observed from all generations.
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POSTFIX NOTATION

The following arithmetic expression should be familiar to most:
5-2
This expression uses what is callafix notation, where the operationirsbetween the
operands.Postfixnotation is nothing more than swapping the position of the operator so
that it appears postxpression like so:

52—

The advantage of using postfix rather than infix on a computer is that postfix needs no
parenthesis. As an example, take:

5-2%4

Depending on which operation you wanted to do first, parenthesis might be required as
in:

(5-2)*4

With postfix, no such ambiguity exists. If the subtraction is to be performed first, we
have:

52-4*

and if the multiplication is to be performed first, we likewise have:

524*-

Just like infix, postfix can become malformed. For example:

2+34

contains too many operands and so is not well-formed infix. Likewise:

+22+*

is not well-formed postfix. In general, for a postfix expression to be considered well-

formed, it must contain 1 more operand than operation and there must be two operands
prior to any operation.
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ABSTRACT

Correctly classifying text documents among a set number of topics is a difficult task. We
will present an automated system using text mining techniques to do just that. This paper
presents analysis on documents describing aircraft malfunctions. We investigate the
effectiveness of classifying these documents utilizing variations of KNN. The variations
of KNN consist of Euclidean Distance and Cosine Similarity for distance metrics.
Preprocessing  techniques, such as Doc2Mat and IDFs, are used to format the data.
Clustering, using K-Means, on the formatted data is used to identify class labels utilized
by KNN. Our results showed that both variations of KNN classified the airline documents
accurately. Cosine Similarity showed slightly better results. We concluded that our text

mining classification system can be used to accurately classify any dataset of text
documents.

MICS 2008

65



BACKGROUND

Text mining is a special subset of data mining; instead of the non-trivial extraction of
previously unknown interesting facts from a set of data, text mining extracts these facts
from a collection of documents. The key element in text mining is the linking together of
the extracted information. This information can be used to form facts or hypotheses to be
used or tested by other forms of experimentation. The difference between regular data
mining and text mining is text mining patterns are extracted from a natural language text
rather than from structured databases of facts, which are designed for programs to process
automatically whereas text is written for people to read.

Text mining basically originated from attempts in the fifties to understand the
information processing capabilities of the human brain and to model these capabilities.
Original approaches analyzed text at the level of individual sentences in order to create a
semantic representation of the sentence by using relations between the important words
of the sentence. A corresponding semantic construction was associated with each
individual sentence. This did provide a good way to understand the meaning of the text.
However, there are many different ways an English sentence can be constructed, which
led to a list of constructions that grew large very rapidly. As a result, this approach
works well only for a limited subset of natural language texts.

A person must keep in mind that text mining is not the same as information extraction.
An example of information extraction is a program that reads resumes and extracts out
people’s names, addresses, job skills, etc. Generally these programs have 80+ percent
accuracies. The people’s names, addresses, etc are not new pieces of information.
However, some related approaches that pull out information from documents can be
turned into data mining, such as finding overall trends in textual data such as looking at
crime scene statistics or pulling out key terms in police reports to find overall trends in
car theft.

Turning information extraction into text mining is relatively simple. We can extract
names of people and companies in texts surrounding the topic of wireless technology to
try to conclude who the top participants are in that field. These facts must be interesting
and this poses a problem for some approaches where it is difficult to recognize which
relationships are truly interesting. People who are familiar with the wireless technology
field are more than likely already aware of key players; which makes this information
previously known.

Text mining can even be applied to biosciences. For example, researchers in the
biosciences are looking for indirect links in different subsets of literature in biosciences
to try to come to a hypothesis of the causes of rare diseases. Also it can be used to help
discover which proteins interact with other proteins in genomics. In this type of research,
text mining is used to try to look for words that co-occur in articles about protein in order
to predict interactions. Text mining does not look for direct mentions of pairs, but rather
looks for articles that mention the proteins’ individual names, record of other words that
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occur in articles, and search for other articles containing the same sets of words.
However the meanings of the texts and findings are interpreted by humans; not by
machines.

Hospitals can also benefit from text mining. Text mining can be used on patient’s charts
from hospitals in order to discover ways to improve patient outcomes. The University of
Louisville in Kentucky has done just this. They have found that some medications
prescribed and taken during hospital stays can prolong the hospital stays for patients,
especially diabetic patients. Diabetic’s blood sugar levels can be altered by certain
medications. If the diabetic patient’s sugar levels vary, their risk of infection after
cardiac surgery increases. A draw back to cases like these, and many other text mining
applications, is that each individual hospital records their patient information differently
and the application for one hospital’s data has to be tweaked or drastically changed to be
used on another hospital.

There are limitations of what text mining can do. One of the major limitations of text
mining is that we are currently unable to write programs that fully interpret text like what
the human mind is capable of doing. Also, the information needed in some cases is not
recorded in a textual format. Some needed information may be in the format of spoken
conversations, radio shows, television, etc. Characteristics of text mining also pose
various problems. Text mining has to deal with very high dimensionality because each
word is usually considered a dimension. There is high dependency in text documents.
Dependency results from words having a different meaning as a result from the various
words used with it and relevant information is usually a complex conjunction of words
and phrases. Ambiguity, such as word and semantic ambiguity, is a difficult obstacle has
been proven hard to solve even today. Word ambiguity refers to pronouns, such as he
and she, synonyms, such as buy and purchase, and words with multiple meanings, such as
bat (mammal/baseball bat). Semantic ambiguity refers to sentences that may have
multiple meanings such as “The chicken is ready to eat.” Noisy data poses another
obstacle. Spelling mistakes, abbreviations, slang, and acronyms are examples of noisy
data. Also, very informal texts such as emails, “R u available?” are problematic.

Mining of historical texts poses its own set of problems. Most text mining tools focus on
present-day English and the natural language of many historical text documents are
dependent upon when and where they were created.

Some of the overall goals of text mining are improved document classification, automatic
semantic explanation of documents, improved searches by semantic and concepts, and
improved clustering of documents by concept. [2]

PROBLEM DESCRIPTION

The idea for this project was obtained from the Seventh Annual Data Mining Conference
put on by the Society for Industrial and Applied Mathematics (SIAM), which we decided
to “non-officially” participate in. In this project, aviation safety reports are being
analyzed and the overall goal is to group together the reports depending upon the
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problem(s) they describe. Some of the documents describe more than one problem,
therefore, having the potential to belong to more than one class; however, no class labels
are given.

The dataset obtained contains 21,519 records, with one report per record. All of these
reports are in one file, which is the standard text mining format. Each document is about
a paragraph long. Refer to Figure 1 for a sample of the dataset.

Unfortunately, the dataset repeatedly had words that ran together, such as “loudnoise” or
“engineindicationandcrewalertingsystem.” This posed a huge preprocessing problem.
With the frequency of this problem suggests that it is too common for simple typos and
may have been introduced by the SIAM for competition. These ‘words' were treated as
one attribute and eventually were thrown out since they had little frequency of
occurrence.

To begin, we will preprocess our data using Doc2Mat, to take care of the errors with the
dataset and to format the data so the K-Means algorithm could be used to cluster the
documents and to identify the class labels on the training set. These processes will be
discussed in further detail later in the preprocessing section of the paper.

Next the classification algorithm K-Nearest Neighbors (kNN) will be used to identify the
problem(s) each document in the data refers to and to classify the documents using the
class labels produced by K-Means.[1]

Finally we use the results obtained from the training process on the test documents. At
this point, the precision, accuracy, recall, and F-1 measurements will be computed so the
performance of the classification results can be analyzed.

1~AFTER takeoff OM runway _ A
loudnoise WAS hearcome FROM
FROMNT AREA OF aircraft FOR A
WHILE | AND CREW THOUGHT IT
WAS THE AIR drive generate THAT
deploy FROM right MO SE OF
aircraft UPON FURTHER
troubleshoot FOUND THAT THE
AR drive generate COULD NOT
HAYE deploy DUE TO ABSEMCE
OF icon AMD message OM THE
engineindicationandcrewalertingsyst
em system WE immediate return
TO THE airport FOR AN
UNMEWENTFUL land FURTHER
examine AT THE GATE show THE
QOXYGEN accesspanel pop OFEN
AFTER takeoff cause THE
MNOISEPRIOR TO flight THE
normalpreflight show NO AJAR OR
COFEN panel OM THE

aircraft. moderateturbulence WAS
encounter AFTER takeoffdue TO
STROMG crosswind AND
lowlevelwindshearadvisories IN
EFFECT.

2~taxi OFF THE parkingramp THE
brake system fail TO STOF THE
aircraft...
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Figure 1: Sample Dataset
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Figure 2: Process Flowchart
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Preprocessing

In our text mining experiment, preprocessing was essential. Our data set contained a
high volume of noise with added terms and non relevant data. The preprocessing
initiative was a complex set of issues that we dealt with in turn. The first issue was to
represent our data as a mathematical model in order to work with frequency and
occurrence counts. In doing so, we can reduce the noise produced from common, useless
terms. The next step is to normalize our data with respect to each document and adjust for
over saturation of relevant terms. This is accomplished by working with Inverse
Document Frequency terms. Finally, we must cluster these terms together to discover key
words which would describe the dataset as “class” labels.

Doc2Mat

Doc2mat was the first tool used for preprocessing. This tool transforms our twenty
thousand documents into a matrix of documents by term frequency counts. The program
starts with the first document and counts the words present; it then marks the appropriate
term frequencies. Then, the program proceeds to the following document, updating the
first document with empty columns for the new terms discovered. This matrix uses
document number as a row reference and the term number for the column heading. The
program uses a stop-list which is a built in list of words that are to be excluded from
counting. This stop list consists of common words in the English language. Filtering out
these words is a common practice for text mining. The process of establishing term
frequencies allows the data to be represented as a statistical model. The process for this
tool is as follows:
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Algorithm of Doc2Mat

1. Gather user inputs for stop list creation and filename
2. Tokenize text documents and maintain term counts
3. Output results of term frequencies by document

The output contained 20,000 rows which represent documents and approximately 10,000
terms which represent keywords. Each cell value then is the term frequency for that
specific document.

Java IDF

The output from Doc2Mat is the first overall step for preprocessing our data. However,
this output, (Term Frequency), is inadequate for analysis and modeling. These terms need
to be normalized with respect to the overall dataset. We accomplished this objective by
converting term frequencies into Inverse Document Frequency (IDF) values. These
values then are again normalized using a sum of squared formula. This section of the
preprocessing is done by our own Java IDF calculator.

Algorithm of Doc2Mat
1. Parse through vector output from Doc2mat and create internal Matrix
2. For each term frequency t; in a document dy

a. Apply IDF Calculation for each term in document.
IDF = log(DocNum/TermCard) * t;

3. For each IDF value i; in a document dy

a. Apply Normalization Formula
i/ 2k ()"
b. Store Normalized IDF Value

DocNum is the number of documents in the dataset, and TermCard is the cardinality (or
total number of documents in which the term occurs). t; is the term frequency for that
entry j.

At this point, our data is generalized for all documents and is the appropriate normalized
IDF value. There were several issues operating on this data set. The experiment hardware
supplied was inadequate for running our program successfully. We employed the use of
the Saint John’s Melchior cluster in order to accomplish this goal (See Hardware
Section). This data is ready to be clustered for class label extraction.
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KMeans Clustering

With the dataset ready to be clustered, we chose the KMeans clustering algorithm to use
on our dataset. The KMeans algorithm “defines a prototype in terms of a centroid, which
is usually the mean of a group of points, and is typically applied to objects in a
continuous n-dimensional space.”[1] Since our data is normalized and is generally
uniform and continuous, this algorithm suited our needs best. The algorithm for KMeans
is as follows:

Algorithm of KMeans
1. Establish K number of points and initialize them randomly
2. Do

a. Parse through input points and assign each to a specific cluster based on distance
metric

b. Reset each centroid based on relevant points contained in cluster
3. While centroids do not move

In our implementation, we use a random number generator to establish the attributes for
our initial centroid values. This process of selecting random start points can potentially
lead to misinformation as centroid selection is key to useable output. Therefore we ran
this aspect of the preprocessing data several times and correlated the extracted data to
better our clustering model output. Also, after our initial calculations using Euclidian
distance measure, we decided to implement cosine similarity COSINE SIMILARITY
since our vectors were similar. This algorithm on such a large dataset took several hours
to per run. We used nine tenths of our data set for training for our K nearest Neighbors
algorithm. [5]

EXPERIMENTATION

After our data had been pre-processed, we were able to perform the actual classification.
Our last step of preprocessing, clustering with K-Means, gave us two files to run through
the KNN classification algorithm. Unfortunately, there is no way to know if those class
labels derived through K-Means are completely accurate, aside from manually checking.
However, this is somewhat typical for real world data. On that note, we used kNN to
give us our final results, outputting metrics for analysis.

Our K-Means algorithm, described in the preprocessing section, outputted a file
consisting of documents and their cluster labels to be used for training and another
similar, yet 1/10 the size, file to be used for testing. We decided not to use the test
dataset given by the competition simply because it was easier to take in one dataset and
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split it apart into a training and test set than make two datasets work together. This had to
do with the output of doc2mat and the fact that we would have needed to align the words
from one dataset to the other in order to do our distance equations on them.

For all of our preprocessing and processing we used a computer with two dual core
AMD Opteron 275 processor’s clocked at 2.1 gigahertz along with 8 GB of physical
memory (RAM). Our programs were all single threaded so they utilized one core on one
processor, allowing us to run multiple trials at once.

To do the actual classification, we used the K-Nearest Neighbors algorithm. kNN takes a
training set and plots each entry on an n-degree plane. It then takes test entries one at a
time and computes the distance from the test entry to every other entry in the plane. Then
the average label from the k nearest entries is assigned to the test entry as its
classification. We implemented this algorithm ourselves using both cosine similarity and
Euclidian distance for our distance measures. Euclidian distance needs no explanation,
but cosine similarity may be less familiar. Cosine similarity is a distance metric that in
essence turns the two entries to be compared into vectors and measuring the cosine of the
angle between them. Cosine Similarity is frequently used as a distance metric between
text documents, due to the unique properties of the matrices created by them.

P1 = Document 1

P2 = Document 2

i = One attribute

Euclidean Distance = VY (P1;— P2)) 2

Cosine Similarity = Y. P1; * P2; / V(3 P17 * Y P2

Algorithm of KNN
1. Let K be the number of nearest neighbors and D be the set of training examples
2. For each test example z =(x,y), do

a. Compute the distance between z and every point in D

b. Establish subset of D as nearest neighbors

c. Establish class labels based on relevant K Nearest Neighbors[1]
Our kNN algorithm takes in two files, one training and one testing. It then outputs
various metrics about how the test entries were classified. These metrics are accuracy,
precision, recall and F1 measure. Accuracy is the percentage of correct classification
predictions. Precision is the percentage of correct positive predictions. Recall is the
percentage of positive entries that were classified. Finally, F1 measure is a combination
of precision and recall. While these metrics show that will show that our results are

good, with this method, we are completely dependant on the clustering from K-Means,
which is not certain to give us good results.
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Lastly, we decided to create two datasets from our main dataset, one large and one small.
The small dataset was 1/5 of the size of the main dataset, so roughly four thousand
documents. The large dataset was 1/2 the main dataset, or roughly ten thousand
documents. We did this due to memory and time constraints. We then created random
centers, one set for each dataset. Next, we ran KNN with a variety of k values, which will
be described in the next session.

RESULTS

Overall, our results seem promising. Our K-Means implementation gave us clusters that
seemed to be well separated, and KNN gave us class labels with decent consistency, as we
will show. Assuming that K-Means with Cosine Similarity gave us clusters of truly
similar documents; we have achieved a reliable way of automatically classifying text
documents.

Our K-Means program was given an input of k = 20, or 20 clusters to be made. We ran it
multiple times and chose the run that appeared to be an average run in terms of the spread
of documents across the clusters. We originally had K-Means run using a Euclidean
distance metric, but this gave us poor results. Out of the twenty asked for clusters, we on
average got less than three clusters. When we implemented Cosine Similarity, a part of
our enhancements to the program, our clusters became much more diverse. K-Means
took on average an hour to run on the large dataset, twenty minutes on the small one.

One run of K-Means on the large dataset:
Cluster 0 count: 710
Cluster 1 count: 770
Cluster 2 count: 385
Cluster 3 count: 587
Cluster 4 count: 531
Cluster 5 count: 899
Cluster 6 count: 296
Cluster 7 count: 486
Cluster 8 count: 398
Cluster 9 count: 197
Cluster 10 count: 579
Cluster 11 count: 676
Cluster 12 count: 329
Cluster 13 count: 666
Cluster 14 count: 127
Cluster 15 count: 358
Cluster 16 count: 881
Cluster 17 count: 240
Cluster 18 count: 244
Cluster 19 count: 359
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The goal of our project was to accurately classify text documents. We implemented KNN
for this. We ran kNN with both the large and small datasets outputted from K-Means,
along with their corresponding test datasets also output from there. We implemented
both Euclidean Distance and Cosine Similarity for comparison reasons. In each distance
metric, we printed out accuracy, precision, recall and F1 metrics for each cluster, along
with their confusion matrices. The attached graphs show the comparisons of both
distance metrics at various k’s. Surprisingly, both distance metrics achieved strikingly
similar results, but of note, not exactly the same results. Cosine Similarity was a percent
or two better in almost all instances. These results are somewhat surprising; we expected
the Euclidean classification to perform much worse than Cosine Similarity. Either way,
our results were quite good. Below are some graph comparisons using differing values of
k.

Euclidean Distance
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Figure 3: Euclidian Distance Calculations

Figure 3 is a comparison of the F1 measures in each of the clusters for the 5 runs
of kNN we preformed using Euclidean Distance. The measure kept getting better with
increasing K’s, signaling that the clusters were most likely well separated. Each cluster
in the dataset used on this had at least a hundred documents in it, but computation time
restraints kept us from running a higher K.
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Cosine Similarity
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Figure 4: Cosine Similarity Distance

Figure 4 also shows a comparison among the various runs using F1 measure, only this
time it is with Cosine Similarity. Again, on average, scores got better as k values went
up. Next up is a comparison of the two different distance metrics.

Euclidean vs Cosine
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Figure 5: Euclidian vs Cosine

In this comparison chart, Figure 5, you can see that both metrics came up with similar
results. We found this to be fairly surprising, as we had heard that Cosine Similarity
would function much better than Euclidean Distance. It is probable that through our
preprocessing we derived clusters that were well-separated enough to reduce the
differences between the two metrics.

Lastly, this next figure, Figure 6, is a comparison of the two distance metrics on a dataset
that was twice as large as the original. This chart cannot be compared to the others, since
the clusters for this run are different than the ones for the smaller dataset run.
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The clustering with this larger dataset worked very well when compared to the smaller.
Only one cluster had an F1 measure of 0, where there were many of those in the previous
dataset. The average F1 measure over all clusters was higher. This was most likely the
case due to the larger model that was created, which, if the documents were well
separated, would only help our KNN. We believe we could have had even better results
on this dataset if we increased the k to 200 or 300, since each cluster had over 250
documents in it. However this would take prohibitively long to compute.

Euclidean VS Cosine Large Dataset
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Figure 6: Large Dataset Distances Comparison

MODIFICATIONS

Our team decided to modify our text mining experiment by changing our distance metric.
We began by using Euclidean distance to measure the distance between vectors in our
implementation of K-Means. Using Euclidean distance did not yield very good results, so
we decided to implement Cosine Similarity as well. Through using Cosine Similarity we
were able to cluster documents slightly more accurately.

In addition to utilizing a different distance metric, we also chose to implement our own
clustering algorithm to identify class labels for our data, rather than utilizing the external
Weka software. By doing this the entire process could be automated from preprocessing
to classification using kKNN. This allowed our team to run tests quicker and free of
potential human error.

FUTURE WORK

Future work on this data set could utilize additional distance metrics, beyond Euclidean
Distance and Cosine Similarity. For example, Chebyshev Distance and Manhattan
Distance could both be implemented. Chebyshev Distance defined as max |pk-gk| returns
the maximum difference between two attributes of a vector. When applied to the text
dataset studied in this experiment Chebyshev would produce the maximum difference a
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word appears between two documents. The results using Chebyshev Distance would be
resistant to outliers. Outlier resistance is important in text mining, because words carry
meaning with them. The difference of one word between two documents could change
their entire meanings. The goal is to find neighbors to a document which have similar
symptoms leading to a problem. An outlier word could potentially cause an incorrect
classification.

In addition to Chevbyshev Distance, Manhattan Distance could be implemented. In this
metric, the absolute value of difference of all corresponding attributes between two
vectors is summed. This metric is also resistant to outlier. This metric may be helpful in
finding correct classifications, because the distance will be significantly increased when a
document has words which are not found in the document it is being compared with.
Again, this is important because the existence of a word in a document can change its
meaning.

Research which could extend directly from the implementation in this study would be to
add an implementation of the Shared Nearest Neighbors (SNN) clustering algorithm.
SNN involves finding the number of nearest neighbors two vectors have. This first step in
the SNN algorithm is to find the k-nearest neighbors of all points. Since we implement
kNN in our study, the extension to SNN merely involves finding the number of nearest
neighbors two vectors share if they are among the k-nearest neighbors of one another and
assigning that value to an edge between those two vectors. If the vectors are not nearest
neighbors of one another, then a 0 is assigned to an edge between them. Vectors can then
be clustered together based upon a threshold number of shared nearest neighbors. These
clusters could be based upon the class labels identified in KNN. SNN can be useful,
because it works well to find clusters datasets of varying densities. This could potentially
give further insight into the dataset.[1]

CONCLUSION

In this project, we created an application which classifies documents about aviation
problem(s). After preprocessing the data using Doc2Mat and finding the IDF values
for each word in the document, class labels were identified by clustering the document on
these values. Our clustering algorithm was an implementation of K-Means. Once the
class labels were found, classification could be run on the given dataset. The
classification algorithm implemented was KNN. Two distance metrics were used in the
implementation of KNN: Cosine Similarity and Euclidean Distance. Both distance
metrics gave similar results; however, Cosine Similarity produced slightly more accurate
results. From these results we can conclude that our algorithms correctly classified the
documents. We now have a completely automated process for classifying taking a
dataset of text documents given no class labels.
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Abstract

The Minnesota State High School League needs an effective method to separate schools
in a given athletic division into a fixed number of sections. This problem is different from
other clustering problems because of the fixed number of sections. Currently, these sec-
tions are chosen by hand. Certain schools are greatly disadvantaged, having to travel much
farther than their neighbors. In our research, we have devised a method to minimize the
traveling distance in each section, which in turn, minimizes the total traveling distance for
the division as a whole. Through this research we propose a sectioning based on this metric.

Although clustering problems like this are NP-hard, we are confident that we have found

the global minimum with our polynomial time algorithm. If needed, we can test each sec-
tioning with our objective function, which returns the best sectioning based on our metric.
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1 Background

Most sectioning algorithms tend to focus on creating good sections of whatever size the
program deems appropriate. Our algorithm, in contrast, requires that all groups maintain
a fixed size. For this general situation, many algorithms rely on a fixed point to use as
a mediod or centroid for the cluster. Other algorithms, such as the DBSCAN (Density-
Based Spatial Clustering of Applications with Noise) algorithm, require that each point has
a certain number of other points within a certain radius [2] [3]. Our algorithm takes a novel
approach, and analyzes all distances involved in each cluster.

2 Quality

Our research began with a search for an objective measure for the quality of a given graph.
For our purposes, we sought to minimize the total driving done by the sports teams at the
various schools. Given an objective value representing the cost of the graph, we can deter-
mine, if nothing else, which of a group of sectionings is most practical.

For the purposes of the Minnesota League, we looked at 96 schools in a division, and how
to divide them into eight sections. To compute the distance, we used the schools’ geo-
graphic coordinates, and computed the distance between them by the difference between
their geographic coordinates as if the coordinates were in a cartesian plane. Our current
system uses T. Vincenty’s formula for the computation of distances in an ellipsoidal model
of the earth [4]. A more accurate system might query Google Maps or Mapquest to find
the distance by road between the schools, or even compare driving times. In any event, the
particulars of determining distances are not radically difficult to implement. The algorithm
described in this paper assumes a matrix exists providing the distance between any two
given points in the graph to be sectioned.

Given this matrix, we analyzed two methods to determine a value to describe the total
amount of driving a sectioning requires as compared to other sectionings. One followed
the K-means approach, minimizing the distance to a centroid [1]. The second used the com-
plete graph of each cluster, adding the distances between every point in a section together.
The K-means approach, though initially attractive for efficiency, proved less effective, and
also less efficient over the course of the algorithm.

Therefore, the quality d, for an individual section is defined as the sum of the lengths of all
of the edges in a graph representing the distances between a group of points. Computing
this value takes quadratic time with respect to the number of points in a section p, given
that the number of edges between p points, given a graph showing all possible edges, is
quadratic with respect to p. To determine a total quality dg for a given sectioning of a
graph, we then sum the individual qualities d; +d>+...+d, = d¢ for g sections. Given this
equation, combined with the quadratic nature of finding an individual d, the total quality
d¢ for a graph of n points may be found in time @(%2).
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do =dy +dy + ... + d, (1)

3 Proposed Algorithm

This quality function forms the basis of our proposed sectioning algorithm. Suppose we
are going to section p points into g sections. First, each point is randomly assigned to a
section. Then through a two-point rotation (i.e. a swap), these two points trade sections. If
point p; was originally assigned section g; and p, was assigned g», after the rotation, p; is
assigned section g, and p- is assigned section g;. This process is continued exhaustively.
Our algorithm swaps every point with every other point until we reach a local minimum.
To see how this is done, refer to Algorithm 1.

Algorithm 1 exhaustiveSwap()
de, = quality() {initial quality}
dg, = 0 {current quality }
while d¢, < dg, do

for all p, € P do
for all p, € P do
swap(@(p1), ¢(p2))
end for
end for
dg, = quality()
end while

In our test runs, the two-point rotation function gives a wide spread of local minima. To
“jump” out of these local minima, we decided to allow more rotations, such as three-point
rotations. In practice, rotations of more than three points become unfeasible. The new pro-
cess performs all possible two-point rotations, then all possible three-point rotations and
repeats these two steps until a local minimum is reached.

This algorithm does the following (refer to Algorithm 2). Assign every point a random sec-
tion. Store the initial quality as calculated by the quality function. Set the current quality
to 0. While the current quality is less than the initial quality, perform all possible two-point
rotations and then all possible three-point rotations. Then calculate the current quality and
go through the while loop again until a local minimum is reached.

In order to eliminate bias when performing these exhaustive rotations, we have a ¢ function

that randomly chooses the starting point for the exhaustive rotations for each iteration of
the while loop so that the rotations are not performed in the same order every single time.
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Algorithm 2 new Exhaustive Rotation()

dg, = quality() {initial quality }
dg, = 0 {current quality }
while d, < dg, do
for all p, € P do
for all p, € P do
rotate(¢p(p1), ¢(p2)) {same as swap() function}
end for
end for
for all p, € P do
for all p, € P do
for all p; € P do
rotate(¢(p1), d(p2), ¢(ps))
end for
end for
end for
dc, = quality()
end while

3.1 Complexity

The complexity of Algorithm 2 is @(k%l), where p is the number of points and g is the
number of sections. The value £ is the number of iterations of the while loop, and from our
tests, we have never seen k greater than 5. The quality function has a complexity of @(5).

4 Results

We have broken our original data into two datasets: the first dataset uses the euclidean
distance measure and the second dataset uses T. Vincenty’s formula for distance.

4.1 First Dataset: Euclidean distance

Once Algorithm 2 reaches a local minimum, we cannot determine if the local minimum is
a global minimum. We have a relatively small sample size in comparison to the millions
of possible initial sectionings we could use for the algorithm. However, we ran four tests,
each of which ran the algorithm repeatedly on different initial random sectionings. In total,
we ran the algorithm on 700 different initial sectionings, and each one of these four tests
resulted in the algorithm producing the same value we believe to be the best quality possi-
ble for this graph. Also, with each additional run, the number of local minima decreased
relative to the total number of initial sectionings used.
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Number of Runs | Number of Distinct Local Minima | Best Quality | Frequency of Best Quality
300 165 552.396 20
100 76 552.396 4
100 71 552.396 10
100 69 552.396 9
700 289 552.396 51

Table 1: Results from our test runs.

4.2 Second Dataset: Geodesic distance

After 107 runs with different initial sectionings, our algorithm arrived at the same local
minimum each time: 2.47784x10%. This value is twice the sum of every path between two
points in a group in each group of the sectioning. Thus, the average distance between two
schools is 24.42 km by this value. We are not as confident that this is the global minimum.

We would like to thank our algorithms class for their support and Professor Weimerskirch
for bringing the problem to our attention.
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Abstract

In this paper, we will explore the design considerations of a low cost, high performance
microprocessor cluster, including both hardware and software factors. The goal of the
designed system is to maximize the ratio of performance to price, creating a powerful
computer at very low price point. This paper will explore the target capabilities of the
platform, the design process used to select components and configurations, and metrics
by which microprocessor clusters can be evaluated.
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1. Introduction

Historically, a researcher wishing to perform computationally demanding studies has
required access to a high performance supercomputer. For institutions with a grand
problem to solve, investing in a large parallel system was often the best (and only) way to
achieve the capabilities that they desired.

Unfortunately, access to this much computing power was traditionally only available to
those with hefty budgets. Traditional “supercomputers” often involve a lot of specialized
parts, including custom microprocessors, enormous memory banks, and elaborate
network topologies. Therefore, it is no surprise that the institutions which showcase the
fastest machines are often only government labs [11], mega-corporations, or large
research centers [10]. In addition, given the high cost of these custom parts and the low
volumes that these companies deal in, even smaller versions of these machines are
prohibitively expensive for anyone for whom it does not provide a major capability
advantage.

However, with the advances in performance of off the shelf hardware, clustered systems
of commodity microprocessors have become an extremely popular alternative for
institutions where both price and performance are concerns. A cluster is defined as a
scalable architecture based on commodity hardware, a private system network, and
usually running on open-source software [4]. The benefit provided by clusters is twofold:
First, by using off-the-shelf parts and free software, cost can be greatly mitigated.
Second, clusters enable institutions without the benefit of extraordinary budgets to
establish their own modestly scalable high-performance computing (HPC) environment
without breaking the bank.

Recently, a group at Calvin College designed and built Microwulf, a personal, portable
Beowulf cluster, which provides over 26 billion floating point operations per second
(Gflops) of measured performance at a total cost of less than $2500 [1]. This level of
performance attained by Microwulf was one of the first to break the $100 per Gflop
barrier at $94 per Gflop. Given the natural decay of prices over time, Microwulf could be
constructed for roughly half the cost today. Microwulf, along with these other projects,
provide plentiful evidence that market trends are making the construction and usage of
clusters progressively more accessible.

It is the primary objective of this research to explore the means and metrics by which
low-cost microprocessor clusters can be constructed and evaluated for academic use.
This includes looking at price and performance numbers for components, installing and
running industry standard evaluation utilities, as well as experimenting with machine
configurations to determine how various hardware and network configurations impact
performance. In order to accomplish this goal, we have designed and implemented our
own low-cost, high-performance computational cluster.

The remainder of this paper is organized as follows. Section 2 outlines our approach for
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designing the system and selecting components. Section 3 describes our experiences
with the hardware and software issues that arose during the implementation of our cluster.
Our evaluation metrics for the cluster is explained in Section 4. Section 5 presents the
cluster’s performance and cost efficiency results. Section 6 proposes some future
directions and conclusions.

2. System Design
2.1 System Goals and Criteria

There are many considerations to account for when designing any computing system,
including clusters. The first issue to address is the eventual cost of the cluster. Through a
differential tuition grant, our project was allocated $3000 to complete our system. This
limitation forced us to be very selective about what portions of the machine we spent
money on.

The second issue to address is to determine the purpose of the final system. In our case,
we hope to use our resulting system for both teaching purposes and as a shared research
resource. In particular, both avenues of usage (“toy” multi-threaded applications and
architectural simulations) will entail highly CPU-bound computation with fairly small
and/or non-critical network requirements. This goal will help us prioritize where we
spend money within our budget.

In addition, our department has an acute lack of available space to house our cluster, so
our design should be as space efficient as possible. Ideally, the machine should be able to
sit on or under a desk in a faculty office, if so desired.

Combining the above goals, we came up with the following criteria for our system:

1. Since processor performance is our most important metric, our budgetary
resources will be focused on getting the best processor possible.

2. To leave as many resources as possible for processing power, all other
components will be budgeted only at a level which is sufficient to not limit
processor performance.

3. The physical size of the system should be minimized, if possible. (i.e. choose
small form-factor parts when available)

2.2 Analysis of Available Materials
2.2.1 Microprocessors
The long march of Moore’s Law over the last three decades has steadily packed more

performance into individual microprocessors. In recent years, the advances in chip
technology have changed from more aggressive uni-processor designs and systems to

MICS 2008

86



providing multiple cores (processors, essentially) on each individual chip. While these
advances don’t do much for single-threaded programs, they are a great boon for
multithreaded workloads intended for multiple processors. In addition, multi-core
processors, because they are held within a single package, cost far less than two more
powerful single-core processors. Therefore, for the purpose of our cluster, we will get the
largest amount of compute performance at the lowest price by maximizing the number of
cores in our processors (assuming that each core has reasonable performance).

The speed at which Moore’s Law advances processor technology also aids us in finding
affordable options that still have high performance. Because new processors are being
developed and released at very high rates, they drop in price relatively quickly, causing
the performance difference between brand new chips and those out only 3-4 months to be
very close in overall performance.

We catalogued the processor options available to us in October 2007 and plotted them on
the scatter plot shown in Figure 1.

Price vs. Performance

5000

10000

—_ [
2 15000 H g
™ [0 i [ |
=3 [] - O
o 20000
o |
S =
£
S 25000
(]
o

30000 |

35000 -

[ |
40000
0.00 200.00 400.00 600.00 800.00 1000.00 1200.00

Price (USD)

Figure 1: Pareto analysis scatter plot of microprocessor performance versus price.
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In order to find an optimal microprocessor to meet our dual goals of high performance
and low price, Pareto analysis can be used. Pareto analysis is a data analysis technique
which eliminates sets of data such that the remaining data points are optimal given a set
of criteria. In this case, the data eliminated will be microprocessors that are either
lacking in computational power (up on the chart) or are too expensive to fit our budget (to
the right on the chart). This analysis allows us to quickly analyze the wide range of
available processors on the market visually as well as quantitatively.

Figure 1 reveals a very obvious microprocessor choice. The one chosen was that with the
highest amount of performance per unit cost, a 2.4 GHz Intel Core2 Quad Q6600. In
Figure 1 this microprocessor is represented by the data point at ($279, 29823). This
selection was near trivial since that microprocessor provided performance that was near
that of microprocessors with almost four times the cost. Similarly, the selected
microprocessor provided almost 1.5 - 2 times the performance of microprocessors near its
own cost.

This processor was one of the very first 4-core processors released, and so was also the
first to drop drastically in price. Because it was the only quad-core processor among its
peers in cost, it was a clear choice.

2.2.2 Memory and Network

When maximizing machine performance for the general case, care must be taken when
selecting other components to avoid damaging performance. As far back as 1970, Gene
Amdahl [2] observed that a computer system must provide sufficient resources in
memory and network I/O to provide a balance to the CPU performance. This balance
should ensure that the maximum amount of processing power is available in the system,
but also requires the remaining components be at a level that doesn’t inhibit the
processing power through starvation.

A long accepted rule-of-thumb that expresses this balance says that, for every Hz of
processor speed, a system needs one byte of RAM and 1 bit-per-second of network
bandwidth [2]. Extrapolating out this rule of thumb for our chosen “sweet-spot”
processor dictates that we need 2.4 x 10° * 4 cores ~= 10 GB of RAM and 10 Gbits of
network bandwidth per node.

Putting 10 GB of RAM (or even 8) on each node is not very feasible, as the largest
single-DIMM RAM size available is 2GB, and we’d prefer to not limit our motherboard
choices to only those with 4 memory slots. Placing 4 GB on each node would also cost
roughly as much per node as the processor. Analyzing our budget options, we were
therefore presented with a choice between using 4 nodes, each with 4 GB of RAM, or 6
nodes, each with 2 GB.

To determine how far away from the “rule of thumb” we were willing to go, we returned
to analyze our initial goal applications for the cluster. All of these applications rely
heavily on processor performance and each uses easily less than 256 MB of RAM per
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thread. We therefore opted to provide more total nodes, each with 2 GB of memory.

We faced the same dilemma with network bandwidth. As 10 Gbit Ethernet is still very
new (and extremely expensive) and Myrinet technologies [9] are also cost-prohibitive, we
chose to use standard Gigabit Ethernet to connect our nodes together. Because our target
applications do not depend heavily on network bandwidth or latency and as GigE is the
standard interface included on most motherboards, this was an easy choice.

Most implementations of MPI support the use of multiple network interface cards on
each node, successfully multiplexing traffic across both interfaces. Our budget had room
for an additional GigE card per node, however, because our network usage estimate was
low, we chose to not make that purchase. In the future, if more bandwidth is needed,
adding the cards will be a simple upgrade.

2.2.3 Other Parts

Most of the remaining parts were chosen based on simple functionality constraints. The
full parts list is shown in Figure 2.

The one remaining “interesting” choice is that of the motherboard. In order to satisty our
size criterion, we chose to use a micro-ATX small form-factor motherboard from
GIGABYTE.

Part Name Price Qty.
Intel Core 2 Quad Q6600 2.4GHz $279.99 6
GIGABYTE GA-G31MX-S2 Micro ATX Motherboard $76.99 6
Rosewill RV350 ATX 1.3 350W Power Supply $20.99 6
Transcend JETRAM 1GB 240-Pin DDR2 SDRAM DDR2 800 $23.49 12
Seagate 250GB 7200 RPM IDE Ultra ATA100 Hard Drive $64.99 1
DVD-ROM Drive $16.99 1
Rosewill RC-410 10/100/1000Mbps Black 8 Port Switch $39.99 1
Various Case Fans $32.34 1
Grand Total | $2779.00

Figure 2: Parts list for our cluster system.
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3. Implementation

3.1 Hardware

The actual construction of the physical system was nearly trivial. The system consists of
6 compute nodes connected by a standard star network topology. Each compute node
consists of a single quad-core processor and 2 GB of RAM on the MicroATX
motherboard. One node (the “head”) includes the system hard disk, a basic CD/DVD
drive, and an additional external network interface to connect the cluster to the outside
world.

Instead of enclosing each node’s hardware within its own case, we chose a more space-
efficient method of “stacking” the motherboards together on a frame created from a few
simple threaded rods. Besides minimizing the cluster’s footprint, minimizing case
hardware also saves on extraneous costs.

3.2 Software

What remains for the implementation is the software that is required to allow the cluster
of microprocessor systems to act as a cohesive unit. Due to our goal of keeping the
project cost low, it is preferred for the majority, if not all, of the software used to be free.

The first and most critical software need to address is that of an operating system. If
possible, we wanted a system that has proven itself capable within the HPC community.
To meet this requirement, a version of the Linux operating system is used. Linux has an
excellent reputation for stability and is currently running 85.20% of the Top 500
supercomputers in the world [14]. We specifically chose Ubuntu Linux for its ease of use
and fast setup time.

The method of inter-node communication that we use implement for this cluster is MPI.
MPI (Message Passing Interface) is a standardized and portable message passing package
designed to function on a wide array of parallel computers [12]. By using MPI, clustering
functionality is implemented in user space and is in the hands of the users themselves.
This does not limit functionality or hinder usability in any manner however, due largely
in part to most MPI systems implementing job queuing. MPI is also a dependency of the
industry standard benchmarking suite, LINPACK, which we ran to benchmark our
system.

It is also necessary to provide a mechanism by which users can submit compute jobs to
the system in such a manner that the multitude of jobs running do not interfere with one
another. The tool used to handle this situation is a job queuing system. A job queuing
system is responsible for controlling access to compute resources by controlling how user
batch jobs are scheduled. Due to the job queuing system, scheduling conflicts between
jobs are no longer a problem since the users are not allowed to control the scheduling of
their own jobs. This makes the systems easier to use because of that fact. Users no longer
need to concern themselves with how their job will be scheduled against other users’ jobs
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since the computing time will be allocated fairly among all jobs.

The job queuing system we plan to implement on this system is Torque. Torque is a
derivative of OpenPBS, which in turn is an open source version of the Portable Batch
System (PBS) project. PBS was originally developed by NASA Ames Research Center,
Lawrence Livermore National Laboratory, and Veridian Information Solutions, Inc.
Torque provides numerous improvements over PBS (a list of which can be found at the
Torque website) and is available as a free download [5].

4. Evaluation

In evaluating our cluster, we will use two approaches. First, in order to get a general
sense of the overall system performance, we will evaluate our cluster using LINPACK,
the industry standard HPC floating point computation benchmark. Second, we will
measure the performance of the cluster in executing a load indicative of our original
target applications — a batch of architecture simulations.

4.1 LINPACK

The current industry standard for basic HPC capability analysis is the benchmark
LINPACK [6]. It is with the LINPACK benchmark that the Top 500 supercomputers in
the world are currently determined and ranked [13]. The benchmark measures a system’s
double-precision floating point computational power. To determine this performance,
LINPACK provides numerous numerical linear algebra routines which are run on the
system being analyzed. These routines typically consist of sets of n by n linear systems
Ax = b that the machine must solve.

The solving of these linear systems is a relatively good metric of expected computational
performance because such linear algebra operations occur frequently in science and
engineering computing applications. By measuring the number of routines the system
can handle, as well as the time it takes the system to complete the routines, theoretical
system performance can be calculated and reported in terms of how many billion floating
point operations can be performed per second (GFlops).

It is necessary to understand that the results of LINPACK are still a very theoretical
performance metric because it does not stress the full I/O capabilities of a machine. This
is an important observation to make note of since the I/O performance of clustered
microprocessor system, especially given our very thin network, is typically poor when
compared to the larger custom supercomputers. Custom supercomputers have very high
speed interconnect which are designed specifically for connecting compute nodes with
high bandwidth and much lower latency. In contrast, microprocessor clusters typically
use simple switched Ethernet for connecting compute nodes. While Gigabit Ethernet is a
reliable and affordable performer for clusters, the operational latency of Ethernet is much
higher than that of specialized high speed interconnect. As an example, one such
interconnect, Myrinet, has an operating latency of one fifth to one tenth to that of
Ethernet [7]. In some computational applications, there is a much higher dependence on
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high-speed communication between nodes. In those cases, the shortcomings of Ethernet
quickly become apparent.

4.2 SIM-MASE

In any performance analysis or computer architecture course, it is emphasized that the
best benchmark to use to judge system performance is the program that you intend to use
most often on the system. As stated earlier, one application we will be using on our
cluster is an architectural simulator, MASE [8], which is a derivative of the SimpleScalar
research simulator toolset [3].

MASE simulates the operation and performance of an aggressive out-of-order
microprocessor. The simulated processor is capable of running real applications so that
performance impacts of different architectures can be clearly shown.

However, since simulating the behavior of a processor entails far more computation than
running the program itself, the simulations are exceptionally processing intensive.

5. Results and Analysis
5.1 LINPACK Results

Figure 2 shows the LINPACK results for our cluster for varying problem sizes (N) and
using different numbers of active nodes.

You can see that, as N increases, the performance also increases. This is because the
larger the matrices are in LINPACK, the more computation that occurs between network
sends/receives. Our cluster tops out at around 38.64 GFlops, for a cost efficiency of
$71.92/GFlop. As a peer comparison, MicroWulf reported 26.25 GFlops of performance
with a maximum N of 30,000. Its cost efficiency at the time of construction was
$94.10/GFlop.

Interestingly, for most of the way up to our maximum problem size (anything over
N=30,000 gives “out of memory” errors), using only 5 nodes nearly matches the
performance of using the full 6. This non-intuitive result comes from the ratio of
computation to transmission not being high enough to allow the processor to compute
any faster (there is more transmitting with 6 active nodes, counterbalancing the extra
processors).

The network performance of the benchmark was monitored using “ntop”, and the peak
bandwidth used never exceeded 175 Mbits. This demonstrates that the communication
overheads were not from bandwidth overload, but from the long latency of Ethernet.

The true limitation for LINPACK on our cluster is the small amount of memory. With
more RAM, the processing to communication ratio would be significantly higher,
allowing our processors to shine more fully.
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Figure 3: LINPACK performance for various N using 4, 5, or 6 nodes.

5.2 MASE Results

Instances of MASE were run on variable numbers of processors, from one up to the full
24. Performance of the simulators was not impacted in any way as the number of
processors scaled upwards. As previously stated, each instance of the program uses
minimal memory and produces very little network traffic (enough to transfer files to and
from the head node). In all cases, the simulator was able to maintain a throughput of over
660 million instructions per second on each node.

5.3 Analysis

The relative ease with which our design handled the architectural simulation comes as no
surprise — the system was designed with that specific workload in mind. However, the
performance of the LINPACK and MASE benchmarks taught us a few things.

First, that there is definite wisdom behind Amdahl’s rule of them, at least when looking at
a computing system with a generalist benchmark such as LINPACK (which exercises
every component at least somewhat). We chose, because of our budget and our target
applications, to use an unbalanced amount of memory. This decision greatly affected the
LINPACK performance of the system. Extrapolating out the performance curve to an N
of 45000 (which would use roughly 2x the memory space) would yield a hypothetical
system performance of 48.29 GFlops. However, the cost efficiency would be very nearly
the same, as the cost of doubling the RAM is a significant investment.

Second, this study shows that general benchmarks such as LINPACK do not necessarily
reflect the potential performance of a system on a workload that doesn’t have the same
characteristics as the benchmark. Had we used LINPACK solely to judge our
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performance, we might have concluded that our system would have run into the same
limitations when running MASE. The result of that evaluation would have likely been
the misguided decision to pay a heavy premium for more memory that we will likely
never use.

Finally, our system provides a proof-of-concept that cost savings can be easily obtained
for a cluster when it is constructed for a specific purpose, by building the system in a
traditionally unbalanced way, as long as the final application space is well understood.

6. Concluding Remarks

Our goal for this project was to design a small, affordable cluster system that will meet
our computational needs. Criteria for its construction were created and applied
analytically to the parts available in the marketplace. Once the cluster was built, it was
evaluated using both an industry standard general benchmark and a more specific
targeted application, each showing a clearly different assessment of the system’s
capabilities.
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Abstract

Java threads and RMI have gained a lot of popularity in recent years as a medium of
distributed computing. In a distributed simulation, the efficiency as well as the accuracy
of the simulating system will depend both on how well the simulation code is written and
on how the nodes in the system communicate with each other. In an attempt to look into
this issue, we carried out several experiments in Distributed Discrete Event Simulation
using Java Threads and RMI. The main focus of our study was to evaluate the
performance of Java RMI in a distributed simulation with a small number of processors.
For the purpose of this study, we developed a distributed queuing network using a four
(4) computer cluster which follows the conservative approach to distributed discrete
event simulation. The empirical test results of our study are summarized and presented in
this paper.
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1. Introduction

Implementation of real world systems in many cases is preceded by a simulation study
which is carried out on a cluster of computers. This has been practiced not only because
simulations are easy, but also because it is very expensive as well as dangerous to
implement time critical and complex real systems without a proper study. In some cases,
the need arises such that future events need to be assessed before time as part of a disaster
preparation plan. For example, research such as worm propagation [11] in computer and
communication networks is focused on analyzing and modeling epidemic style spread of
attacks to study and to take appropriate counter measures to alleviate or minimize
damage. Not only that, these studies help system engineers to build early attack detection
and prevention systems.

The traditional approach to simulation is using sequential algorithms. Here at a given
instance of simulation time, only one event gets executed or modeled with corresponding
changes in the system [1]. In time critical systems, use of sequential simulators might not
be the best solution as sequential execution of concurrent events is time consuming. An
alternative is to use a parallel and distributed approach where several events could be
modeled simultaneously and gain potential speedup. In many real life systems, events
when they actually occur are rather discrete as well as unpredictable. Discrete events
might occur at different locations or nodes in the system and there is every possibility for
more than one event occurring at the same time as well. The notion of Parallel and
Distributed Discrete Event Simulation (PDDES) takes into account all these concepts in
developing models to observe the time based behavior of systems. Applications of
PDDES can be observed in many domains including computer and network security,
communication networks, game simulation, weather forecasting, battlefield simulation,
queuing Networks, traffic modeling and digital circuits. Several other applications of
Parallel Discrete Event Simulation can be found at [4].

The popularity of Java as a programming language in Discrete Event Simulation has
shown steady increase during the past few years. Various features of Java such as
platform independence, portability, scalability and even object oriented features are some
of the reasons behind this increase in popularity and use. Not only that, Java provides
several APIs that provide support for distributed and parallel Programming. Java
Threads, RMI, CORBA and socket programming are well developed and documented
APIs that come with the standard Java Development Kit (JDK). A recent addition to this
collection is Java MPI [12, 13]. Thus various research groups are using Java for Discrete
Event Simulation modeling. [9] shows the use of RMI for a web based simulation while
[6] has implemented a Java based simulation engine in Conservative approach using Java
RMI and Threads. IDES [7] targets portability and use in heterogeneous computing
environments and selected Java for their Distributed simulation engine. An Initial
investigation of the use of Java in PDDES on windows platform with small number of
processors was carried out by [10]. Although [6] has used Java RMI and Threads in their
implementation, there is the potential for more distinct comparisons of the technologies.
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They do demonstrate that the use of Java with RMI can speed up a simulation when it is
distributed over several machines. However, their emphasis has been more on evaluating
the effect of network heterogeneity.

Section 2 is a general introduction to the concepts in PDDES. Section 3 describes the
implementation criteria we have used in this study which is followed by the
implementation methodology. In Section 4 we describe the hardware and software and
test parameters. Section 5 shows the results of our study and Section 6 lists the
conclusions.

2. PDDES

Sequential simulations are inherently slow, and processor intensive. The alternative is to
break the code into several distributed versions and run them in parallel. During the
execution, the system changes its state accounting for the events at discrete simulation
time intervals. For the results of the simulation to be correct at a given time T, all events
which occurred in the system up to time T should have been executed in increasing order
of their simulation time. Thus the simulation should be identical to the behavior of the
real system that is under study. Here the notion of time refers to the simulation time
rather than real time or actual wall clock time. Since several logical processes (LPs) are
running across multiple machines, it is necessary to synchronize their parallel events.
Two main approaches to this problem are using Conservative Simulation [1] and
Optimistic Simulation [2].

In the Conservative approach, each LP will wait until each of its incoming channels
contain messages and select out the message with the smallest timestamp for execution.
All LPs in the system progress towards a common simulation limit which could be a
certain time constraint or number of events. In doing this, each LP insures that messages
sent out are in the increasing order of their timestamp. The local simulation time of a LP
also gets updated according to the timestamp of the message that has been selected. This
mechanism ensures that all the LPs in the system maintain time synchronization and
when a particular LP hits its local simulation time limit, it will not process any further
event messages along any of its input channels. A mechanism to avoid possible deadlock
due to waiting and how to recover from a deadlock situation has been described in [1].

While the Conservative approach maintains a strict ordering of event message execution
in increasing timestamp order, the Optimistic approach on the other hand would allow
any event message received to be executed as soon as possible. Here, when a particular
LP receives message with a timestamp less than its clock value, a “Rollback Mechanism”
is used to send anti-messages to alleviate the effect of previously sent incorrect event
message(s). In the Optimistic approach, each LP works under its own local simulation
time (a virtual time) and at a given instance of the wall clock time some LPs might be
ahead of others. Nevertheless, this fact is invisible to the processes themselves [2]. The
progress of the system globally is maintained using a Global Virtual Time (GVT) which
is the minimum of all local virtual times and all messages that have been sent and still are
in transit [2].
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Performance of PDDESs can be evaluated using the PHOLD model [8] which is an
extension of widely used HOLD model for Sequential Event List Algorithm. This model
consists of several parameters as described in [8]. In this study we have used the PHOLD
model to assess the behavior of queuing systems under various test parameters.

3. Implementation

We implemented a queuing network following the Conservative approach. The code was
primarily based on the Conservative approach PDDES algorithm defined in [1] and was
developed in Java. The queuing network consists of several queuing elements. The
architecture of a single queuing element is depicted in Figure 1. A LP in this study is
basically a single queuing element which consists of a queue, server and a branch point.

CHANNEL 01
e—

*
“=» 04 0

Figure 1: Single LP with 3 incoming Channels

CHANNEL 03

Each LP has several inbound channels on which messages from other queuing elements
arrive. These are dedicated channels between the corresponding sender and the receiver
and in our study any LP can send messages to any other existing LP in the system. Thus,
each LP had (n — 1) number of incoming channels where n is the number of LPs in the
network. The server selects the smallest timestamp event message from the set of
incoming channels and processes it. The processing takes a random time after which the
message is sent out to its next destination by selecting a receiver randomly. The
simulation was carried out using the following configurations.

e Configuration 01: A single Processor hosting » number of LPs using threads —
SingleProcesserTHREAD

e Configuration 02 : A single processor holding n number of LPs using Java RMI —
SingleProcessorRMI

e Configuration 03 : » number of processors each hosting one or two LPs using
Java RMI — MultiProcessorRMI

Here a processor is a computer with a single CPU.
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4. Methodology

4.1 Hardware and Software

The simulation was carried on with the use of 4 DELL Dimension 2400 computers
running Fedora core 5. Each machine was equipped with a 2.4GHz CPU and 512MB of
RAM. The computers were interconnected with the use of 100 Mbps links and a 5 port
switch. Figure 2 shows the interconnection network of the simulator with 4 LPs. Each LP
has an incoming channel from each of the other LPs in the system. Java JDK 1.6 was
used as the development platform.

=@ 2@

e J
> e——
—> > -

.

Figure 2: Interconnection Network with 4 LPs

Using 4 computers we simulated a system of 4 LPs and 8 LPs. In
SingleProcessorTHREAD and SingleProcessorRMI configurations, a single computer
hosted all 4 or 8 LPs. In the MultiProcessorRMI configuration, first, each computer
acted as a single LP and hosted a single instance of the queuing system and later each
computer was assigned 2 instances to simulate 8 LPs using 4 computers.

4.2 Test Parameters

The PHOLD model was used to evaluate parameterized behavior of the system. The
PHOLD model defines six model parameters [8]. Table 1 shows the values of four model
parameters that we have used in our study. Additional model parameters are discussed
afterwards.
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Model Parameter Value

Number of LPs 4 and 8
Message Density Refer Table 2

Computation Grain | 10 milliseconds

Movement Function | Random selection out of (n — 1)

Table 1: PHOLD Model Parameters Used in the Study

The Timestamp Increment Function (TIF) was defined as follows. Whenever a
message — whether it is an event message or a null message — is selected to be executed,
its timestamp is checked against the present simulation time of the LP to see whether it is
greater. If so, the simulation time is increased to the message timestamp. We used a
biased exponential distribution to generate random service time values for each server.
The definition of the service time generation function (ST) we used was,

ST = bias + {rand * fAST}

Here fAST stands for Fixed Average Service Time. We used a bias of 0.9 and fAST of
19. The random numbers were generated using the java.Random class. After servicing an
Event message, the simulation time is updated for a second time with an increment of ST.
Thus the message leaving the server reflects the effect of service time as well as the
current simulation time of that particular server. Computation Grain is an artificial real
time delay introduced at the server. After processing, the next receiver of a message is
also selected randomly over a range of (n— 1) candidate destinations (queuing
elements) - Thus termed as the Movement Function. The message densities used for
both the 4 LP setting as well as the 8 LP setting were 16, 32, 48, 64 and 80. Initially, all
the LPs start with the same number of messages. This defines the sixth parameter of the
PHOLD model which is the Initial Configuration. For example, with a message density
of 48 and a 4 LP setting, a single process would initially hold 48 messages, distributed
equally as much as possible among all of the incoming channels. Table 2 shows extended
test parameters for different test cases followed in each setting.

LP Setting 4 Logical Process | 8 Logical Process
Message Density 16, 32, 48, 64, 80 16, 32, 48, 64, 80
Simulation Time Limit 225000 25000
Number of Runs 10 6

Table 2: Test Case Configurations
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Each test case was executed several times as defined by Number of Runs and the
following observations were made and recorded.

e Total Elapsed Time

e Total Number of Event Messages
e Total Number of Null Messages
e Total Service Time

These values were used to derive Average Service Time, Null message count and
Speedup. Null messages are used to avoid and recover from Deadlocks [1]. Comparisons
were made between different communication methods within a Configuration as well as
between them.

5. Results

5.1 Test Model with Four LPs

For each configuration defined in Section 3, the queuing network was evaluated with
message densities as defined by Table 2. Figure 3 shows the effect of message Density on
average elapsed time. As the message density increases more event messages get serviced
at the corresponding server. Thus, the TIF is primarily invoked due to event message
servicing. This in turn increases the local simulation time in greater quantities ultimately
leading the queuing element to reach stopping condition sooner.

4 LP: Elapsed Time Vs. Message Density
1200
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Average Elapsed Time (sec)

0 16 32 48 64 80 96
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-#SingleProcessorTHREAD  #SingleProcessorRMI MultiProcessorRMI

Figure 3: Variation of Average Elapsed Time with Message Density in 4 LP setting
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The MultiProcessorRMI has the least elapsed time while the SingleProcessorRMI takes
the most time. The SingleProcessorTHREAD version runs faster than
SingleProcessorRMI. This might be caused due to overhead in RMI calling system calls
in kernel and lower levels of communication for loopback connection establishments.
Threads on the other hand are executed at higher level which returns quicker. Also
running several LPs on a single processor is slower than executing on several processors.

RMI is performing much faster than local threads in multi processor distributed
environment.

The number of Event and Null messages received in the MultiProcessorRMI
configuration for the 4 LP setting as a function of Message Density is shown in Figure 4.
When the Message Density increases, Null message count rapidly decreased. At the same
time the number of Event messages received increased although the rate of increase was
less than that of rate of decrease in Null message receipt. With more Event messages, the

parallelism of the system increased thus the need for Null messages for the purpose of
preventing deadlock decreased.

Real/Null Message Count Vs. Message Density
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= Real Message 10850 11099 11194 11250 11279

Figure 4: Received Event and Null message count variation with message Density in 4
LP

The average wait Time is defined as the average simulation time an event message has to
wait in the queue (channel) before being serviced. With low message densities an event
message has a higher chance of being selected as soon as it arrives. But as the number of
event messages in the system increases, so does the time an event message has to wait.
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Average Wait Time Vs, Message Density
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Figure 5: Average Wait Time variation of 4 LP setting with Message Density

The wait time behavior in 4 LP setting with configuration 03 is shown in Figure 5. The
waiting time increases almost linearly with the increase of Message Density.

5.2 Test Model with Eight LPs

A similar set of tests were carried out for the Eight LP setting. Since we only used 4
machines in our study, a single computer was assigned to host 2 LPs. Here again we used
Message Densities of 16, 32, 48, 64 and 80.

8 LP: Elapsed Time Vs, Message Density
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Figure 6: Variation of Average Elapsed Time with Message Density in 8 LP Setting
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Figure 6 is a graph of Average Elapsed Time against Message Density in 8 LP setting.
The behavior is similar to that of 4 LP setting, where as MultiProcessorRMI outperforms
SingleProcessorRMI. The performance of MultiProcessorRMI in the 4 LP setting
appears more uniform across message densities than it does for the 8 LP case. A
reasonable explanation is that since we used only 4 machines to represent 8§ LPs, a
communication overhead might have been introduced in name resolution or virtual IP
resolution. Better results might be expected with 8 individual processors.

Real/Null Message Count Vs. Message Density
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Figure 7: Received event and Null message count variation with message Density in 8 LP

Figure 7 shows the Number of received Null messages and event messages for each
Message Density in a 8 LP MultiProcessorRMI configuration. Number of received Null
messages decreased rapidly with the Message Density.
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Figure 8: Average Wait Time variation of 8 LP Setting with Message Density
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Wait Time behavior with varying Message Density for 8 LP setting with
MultiProcessorRMI configuration is shown in Figure 8. Here again the wait time almost
linearly increases with Message Density. By comparison with 4 LP setting, the wait time
for a specific Message Density has increased in 8 LP setting.

5.3 Speedup

Speedup comparisons were made in both 4 and 8 LP configurations. These comparisons
are shown in Figure 9.

Speedup Ratio

+4 LP: MultiProcessorRMI vs
SingleProcessorRMI
4 4 LP: MultiProcessorRMI vs
SingleProcessorTHREAD

Speedup

#+4LP: SingleProcessorRMI vs
3 SingleProcessorTHREAD
+8LP: MultiProcessorRMI vs
SingleProcessorRMI
#8LP: MultiProcessorRMI vs
SingleProcessorTHREAD

= #8LP: SingleProcessorRMI vs
*  SingleProcessorTHREAD

80 96

48 64
Message Density

Figure 9: Speedup Ratio for 4 LP and 8 LP Settings

In 4 LP setting, the potential speedup of using MultiProcessorRMI was on the average
around 4.5 times than that of using SingleProcessorRMI. The speedup variation with
increasing message density was more prominent in 8 LP case ranging approximately
from 2 to 6. The average speedup of 8 LP yields to around 4.0 which implies that running
too many simultaneous RMI codes in a single processor slows down the performance. On
a single Processor, threads runs faster than local RMI with speedup less than 1 for both 4
and 8 LP setting. In general, MultiProcessorRMI shows better performance over
SingleProcessorRMI and SingleProcessorTHREAD versions for both the 4 LP setting as
well as the 8 LP setting.
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6. Conclusion

In this study we implemented the Conservative approach to Parallel and Distributed
Discrete Event Simulation with Java RMI and Threads. Our results led to the following
conclusions about the performance of Conservative simulation in our environment:

e On a single processor, using RMI communication results in poorer performance
relative to a thread-only simulation; this is especially true at the lower message
densities.

e On a single processor as the message density increases, the performance of RMI
becomes much closer to that of Threads running several processes in the same
machine as both execute with nearly the same average elapsed time.

e For a small number of LPs, using RMI to communicate among independent
processors is faster than a single processor hosting either multiple THREAD or RMI
based processes.

0 For a distributed simulation on a small number of processors, using Java RMI
speeds up the overall simulation relative to a thread-only simulation on a
single processor.

0 For a distributed simulation on a small number of processors, using Java RMI
speeds up the overall simulation relative to an RMI based simulation on a
single processor.

Generally, elapsed times decrease with increasing message density.

Overall performance behavior with 4 LPs and 8 LPs is similar as measured by elapsed
time.

However, use of RMI for distributed computing might not be the most optimal solution.
As shown by [14], Sockets outperform RMI. Also, RMI has shown considerable
overhead in object marshalling and un-marshalling as shown by [15].

Further work in this area would be to measure the performance of Java MPI [12, 13]
compared with RMI or implementing an Optimistic approach simulator on the same set
of criteria to analyze the system behavior.
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Abstract

BGP, or Border Gateway Protocol, is the primary inter-domain routing protocol used
today in the Internet. Due to the complexity and high-profile nature of the protocol,
BGP is particularly vulnerable to many types of attacks; therefore putting large
networks at risk.

This paper first analyzes the basics and fundamentals of the Border Gateway
Protocol, including modern applications of BGP in the Internet today. Further
analysis of the Autonomous System (AS), route selection and building, as well as
network advertisement, are defined in the analysis of the protocol.

Secondly, the security risks and vulnerabilities of the protocol are analyzed. From
BGP message vulnerabilities, to route redirection, black holing, and route flapping,
the protocol faces some significant security-related challenges. There are several
types of attacks that can be made against BGP and its propagation of routing
information to others. Any of these attacks may be instigated by gaining access to
BGP-enabled routers by using brute-force password attacks, or abusing a router’s
Operating System (OS) vulnerabilities.

Finally, recommendations of securing the Border Gateway Protocol are described.

From PGBGP (Pretty Good BGP) to SBGP (Secure BGP), there are several draft
recommendations to further secure the protocol.
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Introduction

Routing protocols often go unnoticed in the day-to-day usage of the Internet.
Anything from checking your email from home, to exchanging information between
Tierl Internet Service Providers, routing protocols make up a very important part of
the Internet.

The need for routing protocols is immense. From the seemingly simple task of
exchanging information of routes between multiple routers, to providing services for
ISP multihoming and algorithmic best route selections, routing protocols are needed
to complete the job. This task of learning and advertising routes occurs at Layer 3.
Almost all application-level protocols rely heavily on Layer 3 routing, so the
importance of sharing routing information between multiple networks is absolutely
necessary [1].

As always, there are multiple methods to accurately and efficiently communicate
available routes, and therefore, wide arrays of routing protocols have been developed
to facilitate this sharing of information. Border Gateway Protocol (BGP) is used
primarily on very large networks, typically between Internet Service Providers
(ISPs), or large companies or organizations who connect to multiple ISPs.

Routing Protocol Overview and Comparison

With a plethora of routing protocols available for network architects to consider, the
difference between such protocols can be confusing. However, routing protocols fall
into one of two categories: Interior Gateway Protocols (IGP) and External Gateway
Protocols (EGP).

Autonomous Systems (AS)

When determining the difference between IGPs and EGPs, it is important to consider
the AS, or autonomous system, in which these protocols will be exchanging
information. An AS is often an abstract classification given to a collection of
networks that are subject to the same routing policy. This AS can contain networks
of more than one organization, and can be classified as a single administrative
domain in which these collections of networks fall [2].

Interior Gateway Protocols (IGP)

Interior Gateway Protocols are used to communicate routing information internally
within an AS, but not outside of the AS. There are four primary protocols used for
intra-AS routing: Routing Information Protocol (RIP), Interior Gateway Routing
Protocol (IGRP), Open Shortest Path First protocol (OSPF), and Intermediate
System to Intermediate System (IS-IS).
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1)

2)

3)

4)

RIP, or Routing Information Protocol, is perhaps the simplest routing
protocol of all IGPs and EGPs. RIP is a distance-vector protocol, and uses a
hop count as a simple metric for calculating best routes. A router actively
listens for other routers communicating routing updates and adds or modifies
new routes into its routing table in order to communicate with other routers
running RIP in the AS. RIP’s logic is based on the Bellman Ford Algorithm.
There are several limitations of RIP, with the most significant being a 15-hop
limit. Also, a network with frequent topology changes can generate a lot of
RIP-generated bandwidth in order to communicate these frequent routing
table updates. Finally, RIP is considered to be a very “slow” protocol in
realizing link changes across networks.

IGRP, or the Interior Gateway Routing Protocol, is another distance-vector
protocol. This protocol was developed by Cisco, and therefore runs only on
Cisco routers. In comparison with RIP, IGRP allows for faster convergence
to identify topology changes.

OSPF, or Open Shortest Path First protocol, is not distance-vector based, and
is therefore architected significantly different from RIP and IGRP. This
protocol is link-state based, and is therefore significantly more complex.
OSPF utilizes DRs and BDRs (Designated and Backup Designated Routers)
elected on a subnet basis to handle information about link-state changes.
These “supervisory” routers collect the initial network topology information
and replicate it out to all other router-peers on the network. Once this process
is complete, the Shortest Path First algorithm is executed on each router, and
uses that information to populate its routing table with the best routes. This
common exchange of routing information, using the same SPF algorithm,
allows all routers on the network to converge on routes, eliminating any
possibilities of routing loops.

IS-IS, or Intermediate System to Intermediate System, is also a link-state
routing protocol. The OSPF protocol was developed out of influence from
IS-IS. It is important to note that only OSPF and IS-IS natively support
VLSM, or Variable Length Subnet Masks, which will be discussed later in
the paper. VLSM support is essential in the modern application of networks
that are heavily subnetted and partitioned [3].

External Gateway Protocols (EGPs)

While IGPs are necessary for communicating routing information within an AS,
EGPs are necessary for communicating routing information between Autonomous
Systems. In fact, interior routes maintained by IGPs may also be used in upstream
routing, hence, in routes maintained by EGP. BGP, or Border Gateway Protocol, is
considered to be the standard in inter-AS routing protocols, because of its wide
acceptance, open standards, and efficiency.

MICS 2008

111



History and Development of BGP

EGP, which was originally specified in 1982, was used during the earlier days of the
internet to connect ASes. It is commonly used between hosts on the Internet to
exchange routing table information. The routing table contains a list of known
routers, the addresses they can reach, and a cost or metric associated with the path to
each router so that the best available route is chosen.

Each router polls its neighbor at intervals of varying length and the neighbor
responds by sending its complete routing table. EGP is a simple reachability
protocol, and, unlike modern distance-vector and path-vector protocols, it is limited
to tree-like topologies [6].

BGP version 1

BGP version 1 was created to replace the EGP routing protocol to allow fully
decentralized routing. The message size for BGP version 1 varied in size from 8 to
1024 bytes, this was changed to a message size from 19 to 4096 bytes in the
subsequent versions. This was largely done due to the protocol expanding and
becoming redefined to support newer and better path mapping [17].

BGP version 2

In version 2, the concept of "up", "down", and "horizontal" relations between
autonomous systems that were present in version 1 were removed. BGP version 2
also introduced the concept of path attributes and further elaborated on parts of the
protocol that were considered “under-specified” [9].

BGP version 3

In version 3, several restrictions on the use of NEXT_HOP path attribute were
removed. Along with this, version 3 clarified the procedure for distributing BGP
routes between BGP speakers within an ASes [9].

BGP version 4

BGP version 4, which has been the standard for the internet since 1994, has yet to be
replaced.  This version redefined the previously class-based network layer
reachability portion of the updates to specify prefixes of arbitrary length in order to
represent multiple classful networks in a single entry. The AS_PATH attribute has
been modified so that sets of ASes, as well as individual ASes may be described. In
additions, the INTER-AS Metric attribute has been redefined as the MULTI-EXIT
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DISCRIMINATOR. The LOCAL-PREFERENCE and AGGREGATOR attributes
have been added. BGP version 4 also became the first version to support CIDR. Very
few vendors still support earlier versions of BGP [7][9].

Fundamentals of BGPv4

Overview

The Border Gateway Protocol (BGP) uses a Transmission Control Protocol (TCP)
connection through port 179. Since it does not run directly on top of the Internet
Protocol (IP) or use User Datagram Protocol (UDP), it is possible to discover
neighbors through sending broadcast and multicasts. After establishing a TCP
connection, BGP information is sent in the form of messages. The messages have a
header which contains a marker, the length of the BGP message, and the type. The
marker checks for sender and receiver synchronization. The type indicates the
messages purpose. The type can be open, update, notification, or keep alive [2].

Routing Algorithm

BGP is often thought of as a distance path protocol. Unlike other protocols, BGP
doesn’t keep track of just a hop count, yet it doesn’t keep track of the entire topology
of the network either. Instead, every router receives information on the availability
of only its neighboring routers. It chooses the shortest path between ASes, updates
the routing tables and announces the information to its neighbors. This way BGP
doesn’t have to keep track of each network within the AS, but only the route between
them [2].

Autonomous Systems (AS)
An Autonomous System is defined in the IETF document, RFC 4271:

“The classic definition of an Autonomous System is a set of routers under a
single technical administration, using an interior gateway protocol (IGP) and
common metrics to determine how to route packets within the AS, and using
an inter-AS routing protocol to determine how to route packets to other ASs.
Since this classic definition was developed, it has become common for a
single AS to use several IGPs and sometimes several sets of metrics within an
AS. The use of the term Autonomous System here stresses the fact that, even
when multiple IGPs and metrics are used, the administration of an AS
appears to other ASs to have a single coherent interior routing plan and
presents a consistent picture of what destinations are reachable through it.”
[10]
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Each AS is specified by a number from a 16-bit number field, allowing 65,536
possible fields. The numbers 1 through 64511 are available for use with internet
routing while the numbers 64512 through 65534 are reserved for private use. AS 0,
65535, and 23456 are also reserved for various purposes. The AS numbers are used
by ASes to determine where a message started and how it got to its final location
[2][10].

Network Advertisement

Route announcement says which AS has control over a certain IP address space. If
an IP address space were to go down, the AS has to notify every other AS to update
its routing tables. If the network comes back online it must again announce a change
in the table configuration. The repeated on/off is commonly referred to as “route
flapping” and causes major congestion between the ASes.

Interdomain Routing

Classless Inter-domain Routing (CIDR) replaces the notion of network classes (such
as A, B, C) by freely allowing the AS to choose of the number of bits for the network
part of an address. According to Beijnum, “instead of looking to see if an address is
Class A, B, or C every route has an explicit indication of the number of bits that
belong to the network part of the address, either in prefix format or as a netmask.”

(2]

Route Replication

Route replication is where a redundant link is configured to the internet to increase
services and reduce costs. BGP is used as a key tool for achieving internet
connection redundancy. Multihoming increases the reliability of a connection by
using two or more ISPs. This insures that the IP range of the network is still
accessible when one of the connections or ISPs fail. BGP uses algorithmic
intelligence at the router to decide which ISP has the most efficient path [10].

Types of BGP Sessions

According to the Request For Comments (RFC’s) for BGP there is a list of sessions
that BGP can be in. These include idle, connect, active, opensent, openconfirm, and
established. The state BGP is currently in will determine the behavior of the router.
Idle is when the router is not setting up a BGP connection and any neighbors setting
up TCP connections will be refused. Connect is when the router is waiting for its
own TCP establishment to complete. Active is when BGP is waiting for some TCP
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session. OpenSent is when the open message has yet to be received but the open
message has been sent. OpenConfirm is the open message from a neighbor has been
received and is waiting for the completion of the BGP setup phase. Lastly,
Established is the initial keepAlive message is received and is ready for the other
message types. [2]

The propagation of BGP routes happens when a new route is received in a BGP
update message. When a BGP route is updated the router checks the filters to see if
it’s allowed and inserts the route if it is. It compares the route to other routes and
determines if it is the best. If it is the best the old route is removed and tells all its
neighbors it has received a new best route. If the filters on the external neighbor
ASes allow for the new route, it is propagated. The neighbors in the local AS are
then updated with the new best route, usually without any additional filtering [2].

Route Building / Selection

Route selection enables a router to select what route is the best amongst those
presented by the BGP. Three processes build and maintain the routing tables: The
BGP process, the route table itself by accepting information from BGP, and the
forwarding process which requests information from the routing table to make a
packet forwarding decision [10].

Routes are built and chosen in the routing table based on the BGP administrative
distance. Routes learned from protocol with the lowest administrative distance are
installed in the routing table. If there are multiple paths to the same destination from
a single routing protocol then the multiple paths will have the same administrative
distance and the best path is selected based on the metrics. Metrics are values
associated with specific routes, ranking them from most preferred to the least
preferred. The parameters used to determine the metrics differ for different routing
protocols, as mentioned in the History and Development of BGP [10].

Security Considerations

The Border Gateway Protocol (BGP) allows for the passing of information packets
by the use of routing tables through separate Autonomous Systems (ASes). ASes are
usually large Internet Service Providers (ISPs). BGP is a key tool for ensuring
multiple connections between two separate ASes. To achieve this, BGP uses
algorithmic intelligence at the router to decide which ISP has the most efficient path.
Routes are built and chosen in the routing table based on the BGP administrative
distance. Routes with the lowest administrative distance are installed in the routing
table. If there are multiple paths to the same destination from a single routing
protocol then the multiple paths will have the same administrative distance and the
best path is selected based on the metrics. Metrics are values associated with specific
routes, ranking them from most preferred to the least preferred. [18]
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It is common knowledge that the internet contains numerous vulnerabilities. Some
prominent examples include Internet viruses, worms, and spyware. Often, these
attacks are attributed to a lack of protection in software, including operating systems
and commercial programs. In addition to these software deficiencies we often find a
lack of security inside of the network layer of the TCP (Transfer Control Protocol)
Model. Since the routing structure of the Internet consists of many “peers” that work
together to route traffic, malformed routing tables can easily and quickly replicate
across the entire Internet. Human error in routing configurations can also
significantly affect large portions of the Internet, causing outages and malformed
routing tables. Specific to BGP, most would assume that vulnerabilities arise from
the protocol itself, while many potentially damaging attacks may result from
implementation. Therefore, repairing and securing the protocol itself will not solve
all security-related problems [18].

There are several types of attacks that can be made against BGP and its propagation
of routing information to others. Any of these attacks may be instigated by gaining
access to BGP-enabled routers by using brute-force password attacks, or abusing a
router’s Operating System (OS) vulnerabilities. Some of the specific types of attacks
include false route updates, route redirection, route instability, and blackholing.
False Updates are a very clear-cut type of attack against the protocol. This simply
occurs when an Autonomous System advertises a route or a prefix that it does not
administratively own. Route Redirection causes traffic to a specific destination to be
routed away and possibly to another compromised destination. Route Instability or
Route Flapping occurs when routes to networks are advertised and quickly retracted,
causing route dampening algorithms to activate in upstream routers, causing a delay
in establishing valid routes. This could potentially cause frequent short-term outages
during these frequent topology changes. Finally, blackholing is when an entire
network or prefix is inaccessible from a large segment of the Internet. There are
some cases where blackholing is valid, particularly for private and restricted network
ranges (192.x.x.x Class C networks) that should not be advertised. Malicious
blackholing is the mis-advertisement of valid routes, causing routers to drop valid
traffic to the “blackholed destinations.” [18]

BGP Message Vulnerabilities

Message authenticity is largely vulnerable. These types of vulnerabilities span most
or all parts of the BGP message structure. First, the message header, or the leading
part of the BGP message, contains information that requires specific syntax [19].

Any errors, especially syntax-based, will cause the BGP session to drop. In addition,
route-calculating processes will re-run and therefore consume router resources to
determine appropriate routes. Malformed message headers pose a significant risk for
router’s CPUs. Message header errors can potentially cause wide-reaching problems
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in the event that large ASes are compromised, sending out malformed or
syntactically-incorrect BGP message headers [19].

In addition to the message header, potential vulnerabilities exist at the various BGP
message forms. An OPEN message calls the router to invoke its route-decision
process in anticipation of new routes being calculated and added to the routing table.
OPEN message arrivals may indicate that an attempted new connection, or that an
existing connection has dropped and is trying to be re-established. Frequent, or
abusive OPEN messages cause problems related to the respective router’s CPU
utilization, similar to the vulnerabilities that exist in BGP message headers [19].

The BGP KEEPALIVE message is not transmitted when BGP connections are being
established. A transmittal of a KEEPALIVE message while in the states of Connect,
Active, and OpenSent would cause the connection-in-progress to fail. Therefore, an
improperly-placed KEEPALIVE message would cause connections to fail [19].

BGP NOTIFICATION messages can easily be spoofed, and transmittal of these
messages to BGP listeners will cause an immediate loss of the active BGP session.
Large amounts of spoofed NOTIFICATION messages could significantly impact
routing via a “cascade” effect, and may make connections between large numbers of
ASes impossible [19].

Route Redirection

Route redirection is when traffic flow is forced to take a different path to reach a
particular network. The path that the traffic is redirected to is often either incorrect or
is potentially compromised. The main objective of a redirection attack is to have the
compromised destination impersonate the true destination. This way the attackers
can get confidential information. The redirected traffic can also be used to congest or
completely collapse a different network [13].

In order to instantiate a route redirection, a hacker first needs to get into a networks
router. From there the hacker changes the routing tables to isolate parts of the
network and direct network traffic elsewhere. Another way a hacker can get your
computers to send data to the wrong address is to send Internet Control Message
Protocol (ICMP) redirect packets to the router. An ICMP redirect packet instructs the
router that an IP packet is being sent to the wrong router and that there is another
route to the destination address that is more efficient, faster, or capable of avoiding a
network problem. It is difficult to forge ICMP packets, however, because they must
appear to come from the router closest to the originating computer [13].
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Denial of Service (DoS)

A denial of service attack is an attack meant to make a resource unavailable to the
intended recipients. Often these attacks are intended to be malicious and target
Internet services that receive a lot of traffic to begin with. Common types of denial
of service attacks include the following [6].

SYN attack

In the Transport Control Protocol (TCP), a small buffer space exists to handle the
initial “hand-shaking” exchange that sets up the session between a server and a client
[6]. The packets used to establish the connection have a SYN field identifying the
status of the hand-shaking process. An attacker can perform a SYN attack by sending
a large number of connection requests quickly without responding to the reply from
the server. The packets fill up the buffer thereby blocking the legitimate requests of
other clients. The packets in the buffer are eventually dropped without a reply, but
the effect of many of these connection requests still makes it difficult for legitimate
requests to get established [6].

Physical Infrastructure Attacks

A Physical Infrastructure Attack is where a piece of the hardware is forcibly
disconnected. An example of this attack can range from simply cutting a cable to
damaging one of the routing devices. This attack is easily handled by redirecting the
traffic to another available route [6].

Teardrop Attack

The internet protocol requires each packet size to be within a certain range. If a
packet is too large for the next router to handle, the packet should be divided into
smaller fragments. Each of these smaller packets identifies an offset from the first
packet which is then used to piece together all of the fragments of the original
packet. An attacker can send a packet with a misleading offset value in subsequent
fragments that then make it difficult for the receiving to reconstruct the original
packet. If this is not handled by the receiving system, this can cause the system to
crash [6].

Viruses
Computer viruses replicate across networks and can act as denial-of-service attacks
in that they make a resource unavailable to the intended recipients. A virus usually

doesn’t specifically target one system but simply anyone who happens to get the
virus [6].
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Smurf Attack

In a smurf attack, the attacker sends a ping request to multiple servers using the IP
address of target. This attack causes the recipients to all send the ping back to the
target host which causes congestion at the receiving host’s buffer [6].

Blackholing

Blackholing is a technique used to deny a particular IP address or domain access to
an AS or specific machine. Through Blackholing, packets are discarded based upon
some assigned criteria. For example, an ISP might blackhole packets coming from a
known spammer or from a file sharing application such as Bit Torrent. In this way
blackholing can be used to protect systems from malicious software. Blackholing
can also be used with a malicious intent in mind. Malicious blackholing refers to
false route advertisements that aim to attract legitimate traffic to the wrong router
and then drop it. This would cause packets to be lost and for information to no
longer be delivered to its intended source [6].

Route Flapping

Route announcement says which AS has control over a certain IP address space. If
an IP address space were to go down, the AS has to notify every other AS to update
its routing tables. If the network comes back online it must again announce a change
in the table configuration. The repeated on/off is commonly referred to as “route
flapping” and causes major congestion between the ASes [19].

Route Instability or Route Flapping occurs when routes to networks are advertised
and quickly retracted, causing route dampening algorithms to activate in upstream
routers, causing a delay in establishing valid routes. This could potentially cause
frequent short-term outages during these frequent topology changes [19].

Route flapping is caused by a variety of conditions within the network which cause
information on the reachability of an area of the network to be repeatedly advertised
and then withdrawn. Configuration errors and sporadic errors in communications
links are the most common causes for route flapping. Route flapping often forces
routers to recalculate new routes to the offending network, while traffic on its way to
that network is already in transit through the routers [20].

An example of the effects that route flapping can have is given below.

“In October 2002, a seemingly small misconfiguration of a router caused
widespread outages. Improper filtering rules added to a router caused the
routing tables of WorldCom’s internal infrastructure to become flooded with
external routing data. The internal routers became overloaded and crashed
repeatedly. This caused prefixes and paths advertised by these routers to
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disappear from routing tables and reappear when the routers came back
online. This repeated advertisement and withdrawal of prefixes, known as
route flapping, served to destabilize the surrounding network.” [21]

Pretty Good BGP (PGBGP)

There is significant ongoing research on techniques and strategies to improve the
Border Gateway Protocol. BGP's vital importance to the routing structure of the
Internet lacks the necessary security to protect the Internet against large-scale routing
attacks. Pretty Good BGP (or PGBGP) is an effort to improve the existing BGP
implementation by making well-formed modifications [15][16][17].

The main focus of the PGBGP effort is in direct response to "bogus routes" that
compromise routing tables across multiple ASes. PGBGP significantly protects
against bogus routes by adding a time delay for learning new routes, adding a enough
time for a logical analysis and "weeding-out" of bogus or poor routing decisions
[15][16][17]. Since the introduction of bogus routes into routing tables is a prime
attack vector, the PGBGP effort significantly closes a possible attack vector against
BGP. The primary foundation of PGBGP is that even recognizable, pre-established
routes are treated with vigilance before used as a primary route within intra-AS
routing tables [15][16][17].

There are specific metrics that PGBGP considers when analyzing intra-AS routes for
consideration. As routes are newly formed and prioritized, PGBGP places them in a
quarantine to ensure their authenticity and quality. The protocol analyzes time, the
update’s prefix, and routing tables to verify the dependability of the proposed update
or new route. Also during this intermediate period, PGBGP accepts updates to the
specified route “in waiting” and recalculates metrics if such an update occurs
[15][16][17]. After the intermediate time has expired, PGBGP commits these time-
tested routes to the “normal routing table”. This verified routing table consists of
trusted routes, and so-called bogus routes are usually eliminated in quarantine.
Bogus routes are classified as suspicious, and the router relies on routes from the
verified table to route traffic [15][16][17].

PGBGP also communicates known bad routes to an Internet repository for other
routers to analyze. This peer-contribution of information allows network operators
to quickly identify bad or bogus routes. Mailing lists such as NANOG (North
American Network Operators Group) frequently communicate and tabulate known
bad routes to ensure that such routes do not affect intra-AS traffic [15][16][17].
This proposal, while containing some flaws, significantly closes a well-known attack
vector for the existing BGPv4 protocol: bogus routes. The verification and
quarantine of new and updated routes would significantly reduce such attacks on
intra-AS networks [15][16][17].
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Secure BGP (SBGP)

BGP is highly vulnerable to a variety of attacks, secure BGP addresses these issues.
In order to address them, SBGP uses three tools: Public Key Infrastructure (PKI), an
optional BGP transitive path attribute (attestations), and IPSec. In large part, the
SBGP has not been deployed because of the stalemate between Internet registries,
router vendors, and Internet Service Providers (ISPs). Each organization cannot
justify investing in SBGP without the others having consented to do so also [14].

Public Key Infrastructure

According to Internet research department from BBN technologies, “PKI is used to
support the authentication of ownership of IP address blocks, ownership of
Autonomous System (AS) numbers, an AS's identity, and a BGP router's identity and
its authorization to represent an AS. This PKI parallels the IP address and AS
number assignment system and takes advantage of the existing infrastructure
(Internet registries, etc.).” The PKI will use an existing certificate management
system with a few modifications. The resulting new Certificate Authority (CA) will
be set up at an Internet registry. The CA establishes an organization to use a block of
IP addresses. An IPAddrBlocks certificate allows for verification that an
organization indeed has the right to the IP addresses by verifying a signature within
the certificate. Secondly, it establishes the right for an organization to have an AS
number (ASN) and a way to identify AS’s. Lastly it allows for routers to have an
association with ASes. However, there has not been any implementation of PKI in
routers to determine its real-world performance. BBN claims this is because of the
aforementioned stalemate [2].

Attestations

The aforementioned additional transitive path attribute uses digital signatures to
protect attestations in order to cover the information in a BGP UPDATE. This is
used in conjunction with the PKI to allow for authentication of both address and path
information. Attestations are described best by BBN itself:

“They enable each S-BGP speaker that receives a route advertisement to
verify that each AS along the path has been authorized by the preceding AS
to advertise the route, and that the originating AS has been authorized to
advertise those prefixes by the entity with the right to use each IP address
prefix contained in the UPDATE [14].”

Attestations come in two forms: Route Attestation (RAs) and Address Attestations
(AAs). The route attestations are used in the optional transitive path and are
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additionally protected by the digital signatures. Address attestations are when the
sender (signer) of the attestation has the rights to route to one or more ASes specified
in the prefix address [14].

IPSec

According to BBN IPSec “is used to provide BGP control traffic with data and
partial sequence integrity, and with peer entity authentication.” IPSec protects the
reliability in TCP connections of organizations using BGP by implementing it at the
IP layer. In order to prevent the DoS attacks commonly associated with BGP, SBGP
uses anti-replay mechanisms. It is faster than a normal TCP detection system thereby
reducing the effect of the DoS attack [14]. SBGP focuses mainly on closing the holes
in security by allowing for the scalability of authenticating users and the legitimacy
of BGP control traffic. It attempts to be operable with current BGP settings, but has
many opponents. Any actual implementation of a new standard will be many years in
the future [14].

Conclusion

With the various security issues discussed throughout this paper we have come
across several key problems. There are many vulnerabilities in BGP messaging.
Messages are easily forged and disrupted when transmitted. Also, route redirection
causes the flow of traffic from a network to be rerouted. The traffic is often routed to
a compromised location or forced to a different network to cause overflows or
flapping. Denial of service is simply an attack intended to prevent an organization or
user from getting the resources they need. Different types of denial service attacks
are SYN attacks, physical infrastructure attacks, teardrop attacks, viruses, and smurf
attacks. Blackholing is used in preventing access to an AS or specific machine from
a specific IP or domain. The packets are then dropped based on definite criterion.
Route flapping occurs when routes to networks are advertised and quickly retracted.
This could cause frequent short-term outages. Pretty good BGP is a protocol that will
improve upon the existing BGP. Implementing PGBGP will help close common
attacks that occur upon current BGP networks. Secure BGP would update the
existing BGP network by including a variety of verifications in to the system while
maintaining the speed of the existing network.
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Abstract

Recent advances in image display and document layout have given rise to the notion that
resizing of images should not necessarily resample an entire image but that resizing should
consider the content of an image. This article is based upon previously published research
on the content-aware image resizing technique known as seam-carving as presented by
Avidan and Shamir [1]. The seam carving technique uses seams which are defined as
an 8-connected path of pixels from top to bottom, or from left to right. This technique
uses the repeated removal of seams of least importance where importance is based on an
energy function image. By removing seams the algorithm retargets the image size to the
users desired width and height. By removing the least important seams those parts of
the image having the most information content are preserved while truncating the least
significant image pixels. Unfortunately, a pure seam carving implementation suffers from
poor performance on a certain class of images, mainly images with a strong diagonal edge.
Here we present an implementation of the seam carving method, a verification of known
results, and an explanation on the seam carving algorithm for implementing effective image
resizing.
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1 Background

In today’s world, the internet is integral to everyday life and can be accessed by people
throught the world using a vast variety of computing systems. Unlike at its origins, the
internet is no longer bound to personal computers and mainframes, and thus web pages
can no longer assume that they will be displayed by a computer monitor using a prescribed
resolution and aspect ratio. The internet can be accessed and displayed on everything from
small-screened cell phones to large-screened high-definition monitors. Thus web designers
have to be able to dynamically adjust their web page content to adjust to the capabilities
of the displaying device. While dynamic webpage layouts have given web designers the
ability to scale and move textual information, dynamic webpage layouts generally do little
with respect to retargeting images. Web designers therefore require tools to dynamically
retarget images in their online documents to accomodate any type of display. Currently,
there are three main methods of resizing: cropping, padding, and retargeting. All of these
common methods are based solely on the dimensions of an image rather than the content.

The first method, cropping, requires that the desired dimensions be smaller than the origi-
nal dimensions. The cropping method removes pixels from around the edges of the image.
Thus all the content that is on these portions of the image that are thrown away and their
information is completely lost. There is no effort on the part of this method of image
resizing to save the complete image only just a sub rectangle of the image. The second
method, padding, requires that the desired dimensions be larger than the original dimen-
sions. Padding as a method of resizing simply adds background pixels around the image
in order to make it conform to the desired dimensions. This can be done by always adding
pixels off the right and bottom edges of the image so that the content of the image remains
in the upper-left hand corner or equally around the image so that the content of the image
remains in the center. Padding adds no content or added clarity to the image; it simply adds
a border.

The third method, retargeting, unlike cropping and padding has no restriction on the size
of the desired dimensions in relation to the original dimensions of the image. The method
of retargeting uses a mapping function between the source and retargeted image. Most
retargeting methods use an inverse mapping function that defines a mapping function from
the pixels of the destination image to the pixels of the source image. This prevents holes
that can occur when using a regular mapping function, which maps a function from the
pixels of the source image to the pixels of the destination image. Some of the problems
that occur with retargeting deal with how it can distort the images since the functions are
not a one-to-one correspondence and they often point in between pixels. The two main
ways of dealing with this is done by either picking the nearest pixel or the using some
type of interpolation to approximate what that point in between pixels would be. The main
feature that these traditional resizing methods lack is that they do not take into account the
content of the image. They only concern themselves with the dimensions of the image.
The deficency in this approach is that all image pixels are treated as of equal importance
when retargeting such that a relatively unimportant background pixel takes on as much
significance as a pixel that defines an object of interest in the scene.
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Realizing the deficiencies and limitations of a purely geometric resizing algorithm, the
next step in image resizing needs to take into account what is in the image or the content
of the image. This brings us to content-aware image resizing methods. Due to the lack
of efficient content-aware resizing algorithms, there is a lot of interest in content-aware
image resizing. A content-aware image resizing algorithm will look at the features of an
image and try to protect these features as it resizes the image. This way the image only
loses uimportant information and retains the important information. In 2007, Shai Avidan
and Ariel Shamir published a paper describing a content-aware image resizing algorithm
named seam carving [1]. At the end of the paper, the authors expressed the limitations
of their algorithm. According to the authors, there are certain types of images that break
this algorithm: images with too many features, images with relative spatial requirements
such as faces, and images that have content that prevents the seam from bypassing them.
By using face detections algorithms, Avidan and Shamir were able to get a handle on this
problem with faces, but they left the other two cases up to future work. Most of this paper
will be heavily based on the work done by Avidan and Shamir in their paper. Our purpose
will be implementing their seam carving algorithm, verifying their results, and eventually
expanding on their research. In this paper, the technical explanations are derived from the
paper by Avidan and Shamir, but the implementation of their seam carving algorithm is our
own contribution.

2 Opverview of Seam Carving

2.1 Energy Function

Seam carving makes use of an energy function in order to determine the relative importance
of pixels within an image. A pixel that is important to the content of the image is said to
have a high energy and a pixel that is not important to the content of the image is said to
have a low energy. There are many different energy functions that can be used determine
the energy of a pixel. Using the observation by Avidan and Shamir, we decide to implement
and use the two energy functions that they deemed best in most circumstances: e; and e y,¢-

The e; energy function is an approximate measure the magnitude of the gradients in an
image. It combines the image gradients in the vertical and horizontal directions by adding
their absolute values. For an image / the energy function e; is defined as

) =151+ 15 m
For computing the oriented gradients dx and dy of an image / we convolve with the proper
Sobel mask. The histogram of gradients energy, ., attempts to measure image gradi-
ents but in a more sophisiticated fashion. The ey, function is defined by the following
equation.
o) — 11+ 18]
7 max(HoG(I(x,y)))

2)

MICS 2008

127



()

Figure 1: Source image (a) and the pixel energies as computed by ey, (b) and el (c).

HoG(I(x,y)) is the histogram of the oriented gradients at every pixel. This is computed
using an 8-bin angular histogram computed on an 11 by 11 mask around each image pixel.
The denominator of this energy function takes the seam toward the edges of an image
while the numerator helps to ensure that the seams run parallel to the edges so that they
do not cross to edge. This energy function has been used in the area of computer vision
in the detection of humans in an image [2]. Figure 1 gives a visualzation of these energy
functions. The center image is a visual representation of the histogram of oriented gradients
energy function of the source image on the right [5] while the rightmost image is a visual
representation of the e; energy function on the image on the left.

2.2 Seams

A vertical seam is an 8-connected path of pixels from top to bottom containing one, and
only one, pixel in each row of the image. A mathematically precise definition of a vertical
seam on an image [ with dimensions n x m is the following:

T = {57 o = (), )}, Vifle(i) — 2 - 1) < 1} 3)

Similarly, a horizontal seam is an 8-connected path of pixels in an image from left to right
containing one, and only one, pixel in each column of the image. A mathematical definition
of a horizontal seam on an image / with dimensions n x m is the following:

SY={S7}o ={(w, vy}, Vi{ly(G) —y(G -1 < 1} 4)

Hence, when removing either a vertical or horizontal seam from an image, the image is
reduced in either width or height by exactly one pixel. It is also important to note that
when removing a seam from an image a shifting of pixels occurs. For horizontal seams,
all the pixels below the seam are shifted up to fill the space where the seam once was.
Similarly for vertical seams, all the pixels to the right of the seam are shifted left to fill
the space where the seam once was. In order to select the seam that contains the least
information with respect to the content of the image we choose the seam where the sum of
the energies of the pixels in the seams is minimized. The energies of vertical seams S* and
horizontal seams SY are defined as
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(b)

Figure 2: Minimial cost vertical seam (a) and horiztonal seam (b) shown in red using e,¢-
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For maintaining the most energy or content in the image it is important to remove the
optimal seam in an image, designated as S*. The optimal seam is defined as the seam with
the least energy.

S* = min(vS € I{e(S)}) 7

To find this optimal seam, use can use a dynamic programming algorithm. Let M (3, j)
be the energy of the minimum partial path at location (7, j) of an image I as the seam
is traversed from top-to-bottom in a vertical seam. Note that the technique for horiztonal
seams is a straightforward extension of this description. For all pixels in the top row of
an image, the minimum partial path energy is given as M (0, j) = (0, ) for all column
indices j. For all other rows of the image, the minimum partial path energy is computed
using a linear raster scan using the following formulation:

M, j)=e(i,j)+min(M@GE—1,7—1),M@G—1,5),M(i— 1,7+ 1)) 8)

The minimum cost vertical seam is the path having the minimum )/ value in the bottom row
of the image. To figure the rest of the path we simply, backtrack through M (i, j) collecting
the smallest connected partial paths on the way back to the first row. Figure 2 illustrates
how the minimal cost seam captures the notion of a path of least important image content.
The image on the left displays in red the minimal energy vertical seam using the histogram
of oriented gradients. The image on the right displays in red the optimal horizontal seam
for removal using the histogram of oriented gradients energy function.
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Figure 3: Source image (a) is resized to 75% of its original size using seam carving with
emoc to produce (b).

2.3 Image Resizing

Having definitions for energy functions and seams, we can describe image resizing using
seam carving. For this paper, we will only be discussing reducing images, a discussion
of enlarging images can be found in the Avidan and Shamir paper. Consider image / with
dimensions n X m and assume that we want to resize / into / with dimensions n X m. Using
seam removal, we will need to remove n — n horizontal seams and m — m vertical seams
from to create /. For this paper, there are four approaches for selecting the seams to be
removed: 1) remove all horizontal seams first 2) remove all vertical seams first 3) alternate
between removing horizontal and vertical seams and 4) and alternate between vertical and
horizontal seams. Our implementation chooses to alternate between vertical and horizontal
seams.

Figure 3 shows how seam removal attempts to keep image content while eliminating pixels
of little relative import. A source image is reduced by 25% using the traditional resampling
approach to obtain the image shown in (b) while seam removal is used to obtain the image
shown in (c). Comparing the skylines of the two reduced images reveals that seam removal
has kept more of the foreground and eliminated more of the sky than the traditional ap-
proach. Also, the seam removal technique tends to dispense with pixels in the waterway
rather than the terrain and hence the spatial relationship between scene elements is altered.

3 Implementation

Due to our familiarity with Java and the Java digital image processing library in the awt
package, we decided to use Java as our implementing language of choice. Our main goal
was to create a correct solution without regard to efficiency. In order to speed up our re-
search, we used the Java framework as the basis of our implementation for the seam carving
algorithm. In this framework there are two main classes that we need to be concerned about
the BufferedImage and the BufferedlmageOp. The BufferedImage class is the basic image
class of the framework; it stores all the information about an image. The BufferedImageOp
is a class that performs some one-to-one operation on a source image resulting in a destina-
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tion image. This operation is done using the filter method, which is the main method that
should be overridden when sub classing the BufferedlmageOp.

In our implementation, we created subclasses of the BufferedlmageOp including Retarge-
tOp, CropOp, SeamCarveResizeOp, SingleSeamCarveOp, and ColorSeamOp. The Re-
targetOp is an implementation of an inverse mapping retargeting resizing method. The
CropOp is an implementation of a crop method. These two classes provide a baseline for
comparison with our implementation of the seam carving algorithm. The SeamCarveRe-
sizeOp is the main class for our implementation of seam carving. It works by repeatedly
calling SingleSeamCarveOp which will remove the least important horizontal or vertical
seam as defined by an EnergyFunction which is the interface that we used to implement a
variety of energy function. The two implementations of EnergyFunction were the HOG-
Function and the MagnitudeGradientFunction. The HOGFunction gives an implementation
of the histogram of gradients energy function described above and the MagnitudeGradient-
Function gives an implementation of the e; energy function described above. Finally, the
ColorSeamOp provides the same functionality as the SingleSeamCarveOp except that in-
stead of removing the least important seam; it colors the least important seam to give a
visual aid on what seams were being removed from an image.

4 Results

In order to find the classes of images for which this method performs adequately, we ran
our algorithm on images that represented vastly different categories of image types. Our
classification included computer generated images, nature images with strong edges, natu-
ral images with weak edges, and binary images. Our assessment of the quality of the results
is based on a subjective aesthetic evaluation rather than a quantitative metric.

4.1 Computer Generated Images

This class of images involves images created on a computer using synthetic techniques.
Clip art and icons are a few examples of types of images in this category. As a whole
this class of images did not perform well. Since a basketball is round, a good resizing
algorithm should result in a round or oval-shaped basketball. The seam carving method
does not perform well with this type of image since it has difficulties with maintaining
proportionality of its results. Figure 4 shows the results of reducing a source image [4]
by 25% using both traditional resizing and seam carving techniques. Traditional resizing
gives obviously superior results.

4.2 Natural Images with Strong Edges

Natural images are those that are acquired using direct environmental sampling. In this
case, we have chosen a subjectively determined strong edge criteria to mean any photograph
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(a) (b) ©)

Figure 4: Source image (a) is resized to 75% of its original size using traditional resizing
(b) and using seam carving with ey,a (b).

having strongly outline objects within the scene of interest. Figure 5 gives a representative
image of what we consider to be a natural image having a strong edge [6]. Strong edges
within an image that span the entire width or height of an image are problematic, as was
the case with the clip art example. In this case, the strong edge of the globe presents an
edge that all horizontal seams must traverse and hence represent an edge that cannot be
sustained throughout the seam carving retargeting.

(a) (b)

Figure 5: Source image (a) is resized to 75% of its original size using traditional resizing
(b) and using seam carving with ey,a (b).

4.3 Images with Weak Edges

Seam carving produces the best results with images that have large swaths of relatively
weak edges throughout the image since wide horizontal or vertical seams can then be found
that produce negligible effect when removed from the resulting image aesthetic. Figure 6
shows one such result [3].

MICS 2008

132



(a) (b) (c)

Figure 6: Source image (a) is resized to 75% of its original size using traditional resizing
(b) and using seam carving with ey,qa (b).

4.4 Binary Images

It 1s interesting to see how this seam carving method works on a binary image. Figure
7 shows the results of seam carving a section of scanned text. Since there are relatively
large pathways through the maze of lettering in both vertical and horizontal dimension, the
algorithm produces reasonable results but produces characters that are spatially shifted in
displeasing fashion.
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Figure 7: Source image (a) is resized to 75% of its original size using traditional resizing
(b) and using seam carving with e; (b).

5 Conclusion

Seam carving presents real potential for use in image retargeting as motivated by the desire
to dynamically adapt document layout to various display devices. Seam carving does not,
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however, present a general solution to image resizing since the content of an image may
cause the image to be more or less amenable to seam carving. We hope to extend this re-
search by developing a hybrid approach that attemtps to dynamically examine an image and
automatically determine those cases (or regions) which should be treated using the tradi-
tional hybrid approach and those that should be carved using the technique described in this
article. Determining the correct way to combine these two very different approaches into a
unified and automatic technique may present a powerful general solution to the problem of
dynamic image retargeting.
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Abstract

We consider the problem of determining the position and head orientation of
a rat in three-dimensional space based off of two colored LED lights attached
to the rat's head. In order to track the rat using only standard cameras (instead
of range-finder technology), we use two pre-calibrated cameras for
triangulation. To find the LED lights in the camera images, we segment the
image based on color and gradient data, storing the information in a half-
edge data structure. We then select specific faces as LEDs based on the
expected color and relative size of the LEDs. Finally, based off the
calibration information, we can triangulate the LEDs to within 0.3 cm. The
results of this process will be used in conjunction with brain wave activity
data as part of an interdisciplinary study of the neural basis for spatial
navigation in arat.
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Introduction

The problem of automatic detection and tracking of objects is a familiar one in the field of
computer vision and has been analyzed in various contexts. The difficulty with this
problem lies twofold in the large amount of video information to be processed and the
inability of computers to recognize coherent objects and shapes the same way humans do.
Basic objects that appear clear and concrete to the human eye are actually rather complex.
Objects contain textures and shadows, potential for rotation and changing orientation, and
often blend into backgrounds, making them hard to identify.

Using data from a pair of high-quality video cameras, we locate two LED lights mounted to
the head of a rat. The front and back LEDs have a different color, and of the position of
each colored LED allows us to measure the orientation of the rat at any given time. This
information can be combined with measurements of individual neurons in the brain to
study the neural basis for spatial navigation in the rat.

The most difficult aspect of our case is the nature of the object being tracked. When
tracking a live animal, we encounter unpredictable difficulties with occlusion from objects
in the maze. We also encounter moments when the physical LEDs reflect off walls to
create virtual ones in the center of the reflection, confusing our system. If these
complications weren't enough, the movement of the rat changes the orientation of the LEDs
at varying speeds, which makes tracking the rat's movements very difficult.

Our approach relies on image data from two cameras, without need for range-finding
equipment. Processing data is performed by a software pipeline involving four distinct
components. Cameras are calibrated using a calibration target within view of both cameras.
Images of the rat from two cameras are segmented in parallel with the help of a powerful
Beowulf cluster environment. Images are then processed to determine the location of LED
lights using a doubly-linked half-edge data structure. Finally, identified points are
triangulated into three-dimensional space from pairs of stereo images. The process is
structured to allow the processing of many frames automatically. We sacrifice real-time
speed for highly precise measurement of LED light position.

Calibration

In order to utilize images from cameras to triangulate the positions of objects in three-
dimensional space, we must develop a concept of what a "camera" is, and how we can
translate the images it gives into meaningful data. We consider a pixel on an image as color
and position information about a particular ray of light that passes through the focal point
of the camera and a specific place on the light receptor of the camera (See Figure 1). As
seen in the diagram, the actual image taken by the camera can be placed in space such that
the ray of light passes through the pixel on the image. If we can determine the three-
dimensional position of the camera's focal point, and the size and appropriate position of
where the image can be placed in space , then we know everything about the camera
needed for triangulation. Throughout this next section, we will call the correct position and
orientation of the image the camera's screen.
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Figure 1: A Basic Camera

Calibration is the process of generating a three-dimensional coordinate system and
determining the positions of the screen and the focal point of a camera in that coordinate
system. In our method, we set up the cameras in the position they will be throughout the
whole experiment. We then place a calibration target within clear sight of both cameras.
This target is a a grid of black dots on a white sheet of paper, with an odd number of rows
and columns (Fig.3). The distance between the grid points is known, giving us a clear
measure of length in the image. To help simplify our algorithm, the cameras must be set up
such that pictures of the calibration target show the rows of dots to be parallel to the top
and bottom edges of the image. The correct placement of cameras is displayed in (Fig. 2).
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Figure 2: Example camera layout Figure 3: Calibration Grid

Once we've taken an image of the calibration target with both cameras, we continue with
the experiment to its conclusion, for the calibration process can occur later, when we are
actually processing the data.

Our calibration algorithm takes the images containing the calibration targets and produces
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all the necessary position data about the cameras. The first step in this algorithm is
identifying the dots in the picture and putting them in grid-order. In order to do this, we
generate a mask of a standard black dot with a square white background of a size inputted
by the user. Next, we loop through all the pixels, starting at the upper left-hand corner of
the image, placing the mask over the image, centered at the current pixel. We then count up
the differences in color of all the pixels in the mask compared to the image pixels. This
value is normalized and stored as color data in a new image at the location of the original
pixel. The result of this process is also known as a disparity map. In order to isolate the grid
points, we filter this disparity map, blacking out any pixels that have a disparity higher than
a given tolerance level. We then find the pixel with smallest disparity in each dot-sized
region of interest to determine the positions of the dots in the image. As long as the dots in
the image were well-lit, this algorithm cleady identifies the positions of the dots.

The central dot is assumed to be the origin of our three-dimensional coordinate system. In
order to determine the camera parameters with reference to the grid, we first guess at a
series of camera parameters. Then, based on these parameters, and the distance between the
grid points, we generate a virtual grid of points, and display what would appear on this
cameras screen(See Figure 4). We then continuously vary the camera parameters slightly
until we minimize the difference between the virtual model and physical reality.

X Crid Display =0Es

Figure 4: Virtual grid vs. Physical Grid

Capturing Video Data
Camera Settings

We use two Sony BRC-300 cameras which allow manual control of shutter speed, iris, gain
and zoom. The task of picking out bright LED lights can be greatly simplified using these
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manual settings. A high shutter speed means that the image sensor is exposed to light for a
shorter period of time, causing LED lights to stand out against less bright elements of the
background. Shorter length of exposure also reduces the risk of motion blur. Maintaining a
low aperture setting opens the iris wider. This increases the depth of field, keeping more
components of the image in focus. Both settings contribute to the reliability of our
procedure for identifying LEDs.

Scanline Issues

The cameras we use record interlaced video to effectively double the perceived frame rate
of the video. The technique of creating interlaced video involves capturing all odd
scanlines in one instant then all even scanlines in the next and finally piecing the two fields
together to produce a single frame. This process improves the smoothness of video while
reducing the amount of information to be broadcast or stored. In the context of our image-
processing needs, however, the jagged edges make our analysis more difficult and less
accurate. To deal with this problem and deinterlace image content, we first separate odd
and even fields and then double each line to produce two distinct images from each frame
recorded. The doubling ensures the maintenance of a consistent aspect ratio but
unfortunately comes at the cost of losing vertical pixel precision since we cannot know
exactly how closely our copied scanline matches the actual light entering the camera at that
point.

Figure 5: From left to right: Normal, deinterlaced image. The same
image, with interlaced fields during movement. An actual interlaced
LED image

Our relatively simple solution depends on knowledge of whether a line was initially copied
up or down. For odd fields where all scanlines are copied down, we are essentially skewing
the location of area within the face downwards. The same is true in the opposite direction
for even fields where scanlines are copied up. To compensate for this, we adjust the
vertical position of an LED's calculated center up by .5 pixels for odd scanline images and
down .5 pixels for even scanline images. The extra information gained by processing both
odd and even fields allows us to more easily overcome cases in which the LED light is
occluded in one scanline and visible in the other as is generally the case.

Segmentation

In order to get any meaningful information out of the images we collect, it is necessary to
analyze the image data for coherent shapes and color regions. We use a program
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developed by our co-researchers to segment our images. The program, called Eriol, breaks
an image into shapes called faces and stores the information in a half-edge data structure.
The Halfedge is a edge-centered data structure that is great for representing a polygon
mesh, the exact structure of segmentations. The Halfedge Data structure received its name
because instead of storing full edges of the mesh, we only store halfedges, where two
halfedges together form a edge pair, and are referred to as "twins". This way each halfedge
only belongs to a single incident face. Below is an illustration of a small portion of a
halfedge structure.
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Figure 6: Halfedge example

The Halfedge data structure wuses pointers to connect each face to its
"outercomponent”(outer edge). Then, each halfedge has pointers to both the next edge, it's
twin, and the incident face. This structure allows us to quickly move around the data
structure and retrieve data in constant time per each piece of information gathered. We use
the data stored in the faces of the structure to identify LED location and information more
easily than sifting through raw image data.

The segmentation process itself is driven by the minimization of a cost function including
four terms. These terms are variance (the change in color within faces), boundary length of
faces, the gradient (change in color along edges), and the number of segments needed to
describe the segmentation. The process starts with a grid containing the maximum number
of pixel size squares and removes segments until the cost function reaches a minima.
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Figure 7: A segmented image in Eriol. The upper-right
bright spot is the actual orange LED, whereas the
bottom left one is its reflection. The remarkable size
of the reflection bright segmentation is atypical,
though it must be taken into consideration.

The very precise nature of this segmentation involves significant processing time. We
employ the use of a Beowulf cluster of up to 34 machines, facilitated by the use of MPI
message passing software. Together the cluster machines can segment many frames in
parallel, increasing the speed of the process. Whereas a single machine processing a frame
requires approximately 15 minutes to complete segmentation, many machines working in
parallel reduce this task by asignificant factor.

Finding LEDs

Picking out faces

Using the Halfedge data structure of the image segmentations, we can easily query the
whole image to find the brightest faces in our segmentations. The LEDs are so bright that
they appear overexposed in the image, creating a bright white spot where the center area of
the LED is located. Because we have used the increased shutter speed to decrease the
amount of light entering the camera, the two LEDs and possibly a reflection of one of the
LEDs on the wall of the maze are the only bright spots that we find. Based on the area of
the bright faces, we select the two largest bright spots as our LEDs, because the white
center of the reflection of the LED on the wall is almost always much smaller than source
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LED itself.

Identifying Color

Once we have identified where the LEDs are located in the image, we need to find color
information about them to distinguish between the two LEDs, red or green. To find the
color of the LED, since the center face is only a bright white color, we must circle around
the image to find information about the color of surrounding faces. Luckily, with the
Halfedge data structure, we can easily find this information in constant time. We take the
mean color of all of the faces around the LED, and then, because there are only red or
green LEDs, we can look at which value, red or green, is greater in the mean RGB value of
the faces, and based on this we know the color of the LED.

Finding centroids

Once we have obtained the color of the LEDs, we need to know the exact location of the
centroid of our LEDs on each image to enable us to find the correct three-dimensional
position using triangulation. To do this, we use a function that uses the vertices of the face
to find an extremely accurate position of the centroid. The function is as follows, where cx
is the x-coordinate of the centroid and cy is the y-coordinate:
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Figure 8: Centroid function

This function is great for use in our segmentation because it does not weigh the location of
the centroid based on the distribution of vertices. The coordinates of the centroid on both
the right and left images are then fed into our triangulation function to find the exact three-
dimensional location in space.

Triangulation

Once the two cameras have been calibrated, we are able to use pairs of camera images to
locate an object in three dimensional space. Given the (x,y) position of a small object in
each camera's image plane, we can generate the ray that passes through the focal point of
the camera and the position on the camera's screen (see the figure below; for the definition
of screen, see the Calibration section). The object observed necessarily lies somewhere
along this ray in space. Now if we have two cameras, and they both observe the same
object, the object must lie at the intersection of the two rays. In reality, there is naturally
some error in the positions of the rays such that they do not intersect, but pass very close to
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each other. Thus, our algorithm finds the midpoint of the shortest segment between the
two rays, giving an approximation of the point of "intersection". A visualization of this
process is shown in the figure below (Figure 9).

Y

A x

Camera 2
Camera l

Figure 9: Triangulation Image

Results and Error Analysis

Our algorithm successfully found the two LEDs in each frame only about 60% of the time.
The rest of the time, it found one LED, two of the same color, or none at all.

For the triangulation portion of our algorithm, it is much more difficult to determine the
error because we do not have an accurate "ground truth" set of images. To create a ground
truth dataset, we would need to accurately pinpoint the LEDs' positions in some other way
than with our cameras, whether with laser range-finding or with rulers. The former method
is not cost-effective for a single test, and the latter is not accurate enough to give us any
good comparison to our algorithm's results. Thus, the method we use is calculating one
half the length of the shortest line connecting the two rays in the triangulation process.
This measurement gives us a general idea of the error in our entire algorithm. During
testing, we found that this error ranged from .06 cm up to .3 cm. We consider this to be a
remarkable success, if indeed this is an accurate determination of our error.
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Conclusion and Future Direction

In conclusion, our algorithm is quite robust in triangulating the positions of the LEDs once
they are found. However, our LED-finding algorithm will need improvement. We have a
number of ideas on how to improve this aspect of our algorithm. First, although the size
difference between the real LED and the reflection is generally a reliable distinguishing
factor, we believe there could be instances when this characteristic may not be enough.
Another potentially valuable method would be to look at the color spread around the two
bright spots, since the color spread around a reflection is always significantly larger than
the color spread around the real LED. It is also possible to devise a method to check
accuracy and correctness based on the distance between the two LEDs found. Since the
LEDs will always be the same distance apart from each other in three-dimensional space,
information about the two potential LED positions makes it possible to check the distance
between them. If they are not the correct distance apart, the algorithm must search further
to obtain a new LED.

Occlusion of the LEDs is another problem that can occur in searching for the LEDs in our
experiments. There is a wire that runs down from the ceiling to the head of the rat, and this
cord can sometimes block the view of the LED for an instant, making it difficult to track.
We are already looking at both of the alternating scanlines to help with this problem, but
another possible resource could be the position of the LED in the image before and after
the occlusion occurred. Considering information from these two sources would allow a
very accurate estimate of the position of the LED, even in difficult cases.

These problems are of the foremost importance in the future direction of our research.
Other explorations of the problem could involve moving the cameras to track the LEDs
dynamically rather than our static setup where the cameras remain still. This would require
constant re-calibration of the cameras and precise control of the camera movement. Once
this is accomplished, the final step in our research would beto make all of these steps occur
in real-time, rather than waiting for segmentations to be developed after the video has been
taken and stored.
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